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About this book
Everyone is talking about digital transformation. Since the topic even has made it on the political agenda, there is almost no stopping anymore. Everybody and everything is being digitally transformed, there is disruption on every corner, every company that thinks highly of itself is setting up a fancy design think tank in Berlin and tries to become a digital champion through sponsoring Hackathons.
We don't want to offend anyone with this somewhat exaggerated description and we don't want to degrade any performance or event. However, our experience from the last 20 years shows that sustainable innovations rarely come from outside. A fundamental understanding of the inherent laws of an industry is essential for long-lasting, truly mind-blowing changes. Unfortunately, it is precisely this deep understanding of the existing mechanisms of action which often limits or paralyses rethinking the current. It is a kind of art to overcome this grid-lock. A changed environment may help, but it is also possible without.
In order to provide a more solid background to this partly exaggerated but also really important discussion about digital transformation, the authors have decided to make available their experiences from 20 years of digitization as a contribution to the discussion. The book presents some of the experiences with central facets of digital transformation and related concepts in an unexcited and pragmatic way, and uses examples from their own and other projects to make the changes tangible, wich accompany a sound digital transformation. In addition, methods and tools are presented that have proven to be helpful in counteracting change over the course of projects and years.
The book - just like the topic - is not yet finished. So in the coming months further chapters and examples will follow. The book - a digital work - is also intended to break the corset of the traditional book and become a bidirectional communication instrument. All readers are invited to talk to the authors about the positions expressed or to question them together with the authors.
To join the forums or to receive updates on new chapters on specific technical topics, please register as a reader of the book on the EACG website. This will give you access to the updates and a change log. On our website you can participate in discussions with the authors and other readers.
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EACG - Enterprise Architecture Consulting Group
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Lessons learned from 20 years of Digital Transformation
It now makes almost 20 years since the first industries were forced into a transformation by the increasing spread of the Internet. What e-commerce has meant for the mail-order business, streaming and IoT mean for media companies, machine manufacturers and end device producers: If you don't face up to the digitalization trend in time, you will lose your market share! Who still could imagine to scroll several hundred pages in a 1.5 kg paper catalogue to order a T-shirt?
Despite all the differences in appearance and timing, sooner or later the „digital“ paradigm will affect every industry. Whether trade, finance, mechanical engineering, agriculture or media, parallels can be identified that are common to all. From our point of view, it is important to integrate the strategic dimension into the considerations, since the necessary changes do not only affect processes and IT systems. Every aspect of value creation must be questioned. The strategic planning process, however, remains essentially the same. It is only enriched by a few new aspects that may not be so familiar to the planner in his everyday work. 
This book takes up the typical design dimensions of corporate management and, based on the experience of 20 years of accompanying the digital change, shows the new, possibly unfamiliar options and aspects and gives advice on how to tackle them. The discussion will focus on the following aspects:
	Digital business models - recognising and seizing opportunities

	Digital culture - understanding cultural differences

	Digital organisation - shaping change

	Digital Maturity Model - Instrument for determining your position 

	Digital product management - the supreme discipline of digitization?

	Digital architectures - backbone of sustainable development

	Digital security - Who is afraid of the bogeyman?

	Digital funding - Financing transformation soundly

	Conclusions and outlook

The aspects described here are not exhaustive. Rather, they are the findings and insights gained through observations in our project business, which has now been going on for quite some time, and which we would like to make available to a broader base at this point.
In addition, we not only want to accompany our customers in shaping their future, but also try out new things ourselves, which is why we have also converted this work into a more modern form. It shall not just be an unidirectional sending, once written and placed in the cupboard. It shall be as alive as our business. 
That means we will continue to add texts, graphics, statistics and new experiences in the coming months. For example, many exciting aspects such as the topic of two speeds in IT are currently still missing. Is it really necessary to run corporate IT and product IT in different cycles and therefore under different management? What are the advantages and what are the experiences with the respective model? How do Blockchain and AI affect the existing organization? What are the pitfalls to be considered? In addition, we want to deal interactively with the questions of our readers. So feel invited to challenge our thoughts and reach out to us.
To receive the latest issue of the book or to enter into dialogue with the authors, send an e-mail with the subject "Registration for the Digital Transformation Dialogue" to sales@eacg.de . In return, you will receive access to an area where you can ask questions directly to the authors and download the latest version or updates. In addition, we maintain a change log there so that it is easy to see what has changed since the last version.
But now have fun and learn more about the "Mastering Digital Transformation"!
Frankfurt am Main, December 9th, 2019
	Jan Thielscher	Stefan Pokorny

Business Models are changing

Recognizing and seizing opportunities
What does it mean when a company reports a 20% decline in its top-selling product quarter after quarter? Usually a disaster for the company. Fortunately, thanks to 10 successful iPhone years, Apple is equipped with USD 130 billion in cash reserves and thus robust enough to accept the decline for some more time (see Apple's quarterly report Q1FY19, Q2FY19). 
Nevertheless, the figures point in a clear direction. The times in which a premium could easily be called up based on the brand and feel of the product are coming to an end. After a good 10 years now, the visible added value of the iPhone compared to other market participants has eroded.
Fortunately Apple has taken precautions! The growth in wearables and services cannot yet compensate for the losses in iPhone sales due to their share of sales, but they are pointing in the right direction. And they offer a new platform that is even closer to the customer. When the telephony capability (iPhone) has been transferred to the Apple watch, the iPad will take over the other tasks of the iPhone (work, mails, games). How to grow from one device into two.
Those who are still investing in smartphones may have already missed the future trend. Foldable screens are certainly an interesting alternative. However, it remains to be seen whether they will find the appropriate user acceptance. When I remember the newspaper oregami in the London Underground that - 20 years ago- could be observed there every morning, I have my doubts.
Regardless, this example shows quite dramatically, that needs and technologies change over time. Business models must embrace these changes, adapt to them, otherwise companies run the risk of becoming obsolete. Even today's excellent value propositions erode over time or disappear altogether.
The validity period for business models is constantly shortening
10 years ago IBM was able to license their WebSphere Application Server for 1000 USD per core, today hardly anyone with a clear conscience would accept such an offer. The same is true for databases or other technology, which a few years ago were still purchased at a high price from premium providers as an absolute "must". Open source, but also the simple further development of technologies, has created numerous variants and substitutes.
Jack Welch recognized in the nineties that the sale of machines or engines alone is not what inspires the customer. Even the most technically sophisticated engines were less valuable to customers than an engine that was constantly working. Based on this insight, he successfully transformed GE from a machine and plant manufacturer into a service company that no longer earned money just from production or sales but also from operating the goods produced. The change from a product focus to a customer focus has ensured the company sustainable income streams for many years.
 ￼[image: image-3.png] Watch here
Steve Jobs on „customer focus“, 1997 when he returned to Apple
Today's pioneers of this (digital) change can be found in the consumer sector as Amazon or Apple: Think the business of the customer, give him what makes him happy: free delivery, carefree shopping, low-cost ordering (re-order button, Alexa), favourite music and entertainment. Learn more and more about him. 
In the B2B sector, Internet of Things (IoT)-based business models promise the same binding effect: Observe usage, analyze behavior and derive new business models from it. 
Digital business models move the customer more into focus and create a value-added relationship
Whereas Leaseplan and Co. have been helpful as fleet managers in the past, the IoT-based usage analysis integrated in new vehicles and the changing usage habits (Auto on demand/Car 2 Go) will in future make information regarding repair and inspection requirements available to the manufacturer first of all. The manufacturer can - in the context of autonomous driving - direct the vehicles to the nearest or available workshop on a case-by-case basis and according to capacity utilization. The acquisition process is bypassed, the car is ordered on demand by the customer and "returned" after use.
￼[image: OEMNewPlayingField_001.png]
OEM’s new playing fields
From the customer's point of view, this may be a desirable scenario, because as soon as the car is subscribed to, for example, only per „kilometer driven", the considerably value-destroying acquisition costs are eliminated and one does not have to worry about inspections, tyre replacement or other annoying repairs and - in the context of autonomous driving - does not even have to look for a parking space. Everything is organized by the car or IoT-based measurement and control itself.
At the same time, the car provider has the option of accompanying the customers who rent the cars - via app on their mobile phones - to analyze their usage habits - routes and frequency of use - as well as their actual vehicle requirements - SUV, Mini etc. - forecast.
The effects of such changes are considerable and require a broad consideration: such a transformation will impact the cash flow. What was previously charged in a transaction (sales price) is distributed over the period of use. The ownership risk remains with the manufacturer or operator. These are all solvable challenges, but they require a consolidated approach at several levels (operating companies, financing strategy, insurance).
This small example makes it clear that a serious digital transformation is a major undertaking that has many facets and requires senior sponsorship. It is precisely this diversity that confronts existing organisations with their fragmented responsibilities and division of labour with almost insurmountable tasks. On the one hand, the members of the organisation are forced to think in terms of division of labour due to the existing structures in order not to cause a stir. On the other hand, many aspects are too complex, to fit in the specialized views of individuals living in the world of divided labour organizations. These aspects will be discussed in more detail in the section on personnel and structure. 

Finding the right business model innovation
But how do you identify a new, great business model? Assuming your own business model works well. It produces several hundred million in annual sales and there is a margin, albeit under pressure, but still sufficient. What has to be done? Is there anything to be done at all? 
As more and more traditional behaviour and usage patterns are currently being changed by the use of information technology, it is important to look ahead in good times. If payment transactions are made by credit card today, it could be a different micro-payment service tomorrow. If fleet coordination today takes place via third-party providers, in the future this might be done by the manufacturer who only sells transport capacity.
The change in business models offers opportunities to redefine your own position in the value chain
However, this situation should not be perceived as an old threat. It also offers the rare opportunity to redefine your own position in the value chain through innovative and timely action.
At EACG we have developed the value spot concept, based on common management literature and typical analysis methods, which can help a company with strategic analysis. Based on the position in the value chain (what do I deliver in what quantity?) and the existing customer groups (to whom?) as well as their current and future priorities (what is occupying them?), the demand to be met or the service to be provided in a reasonable way is derived (what will I deliver?) and priced (at what price?).
This consideration is compared with the position in the value chain (can I enforce this?) to identify acceptance and possibly required partners (who do I need for support / alliances). In this context new as well as future services and compensation systems can be identified and analysed.
By consistently focusing on customer groups and customer priorities, future scenarios can be derived, evaluated and the necessary conclusions drawn regarding technological capabilities. This in turn allows the necessary implementation costs to be identified, which can be seen as the opposite pole to the option. It is also important to consider the omission alternative. In other words, the changes that occur if nothing is done. This usually entails an erosion of one's own market position, which is to be added as proceeds of the future market position, if they can be avoided by the change. In the ideal case, however, the share of value added can be increased with the new model. 
Answering these tasks requires focus, time and energy. In our experience, this is not possible as a secondary activity in the operating business. Those who do not create sufficient space for this will deprive the transformation project of its basis for success from the outset. Focus is essential to avoid bad investments! Data collection, AI-based analyses or decision making, block chain approaches and management solutions are what IT likes to deal with. Whether they are also economically viable is another matter.
IT offers a lot of space to deal with hip technologies. The focus of the initiatives therefore plays a central role for the economic efficiency 
Claas, for example, has made a very interesting change. In 2012/2013, they recognized that it is becoming increasingly difficult to arouse enthusiasm among customers for six-figure investments in new machines. On the one hand, the machines simply last too long, 30 years is not uncommon, and on the other hand, the argumentation for improvements like greater working widths at given 12 metres or efficiency increases at existing 98+% efficiency might not sound very compelling.
Based on the customer's needs, however, it was recognised that the number of management systems and coordination tasks on the farm presented a new challenge to the farmer. This brought the customer's management process into focus, a kind of forward integration in the value chain. 
By creating a digital platform (365FarmNet) that provides the customer with a central added value - in this case the organisational and technical support of the daily work - Claas anchors itself on the farm, becomes a central part of the daily tasks. The machines can be controlled from this planning system. Jobs can be designed in 365FarmNet and transferred to the machines. By integrating the in-house telemetry service, the machines can be monitored and adjusted, refuelling and defuelling vehicles can be coordinated in real time, deployment planning can be carried out, etc. This approach opens up new fields of action for Claas, which can be further expanded and monetized in the course of consistent strategy implementation. 
EACG was able to support this process. In just a few months, the vision turned into a solution that could be tested and further developed with customers. In the process, in addition to the direct source of revenue, user fees have opened up further models, such as trading platform, recommendations or analysis models. 

Recognize Customer Priorities 
￼[image: image-4.png]Watch here
Jeff Bezos on the „World’s most customer centric company“
Central to the discovery of this unusual option was an understanding of the customer's real challenges. Detailed knowledge of the farmer's worries and needs made it possible to identify a solution that would create a new approach and thus change his position in the value chain in the long term: From supplier of one or more machines to a supporter of the management process. 
Even if it costs time and effort: Those who do not already have clear destinations specified by their customers should take the trouble to evaluate them - for example, with the help of the EACG Value Spot concept. The first step is to divide sales into customer groups. Groups can be formed based on industries (financial services, retail, manufacturing, etc.) or geography. Company size can also be a criterion, but this class formation often only makes sense in secondary industries (hospitality, finance, etc.).
For these groups, the 3-5 most important topics that will determine the agenda of the companies in the coming years are then identified. Ideally, the relationship with the customers is good enough to ask them directly. If this is not possible, only anticipation and discussions with closer industry insiders can help here. The aim is to identify both current priorities and those of the coming years (<t+5 years).
The comparison of these two lists shows how one's own performance will change in the customer's perception. If it is among the top 5 priorities both now and in 5 years time, there is no hurry for this customer group. However, if it disappears, the options for action are to change the customer group and to redesign the solution while retaining the customer group.
We are often asked what kind of crystal balls we have to identify future priorities. In fact, unfortunately, there are none. None of our anticipations will reliably detect a Black Swan before it turns the corner. However, there is a set of behavioral patterns that can be assumed. These include industry-specific considerations such as the competitive situation, technology adaptation or consolidation status, but also aspects such as Altschuller's rules on technology development
 
Example Development Forecast
The picture below shows the development forecast from the perspective of an online retailer from 2010, extrapolating the known and foreseeable technology trends with the emerging consumer trends into the future. This results in new sales and value creation approaches.
 ￼[image: Bsp_EntwciklungsPrognose.png]
In 2010, for example, there was already a trend towards event-related and individualised offers, i.e. offers that are much more demand-oriented overall. The regionalization and individualization of offers will initiate the next stage of sales approach based on mass data analysis (real-time click stream and purchasing history) and AI. 
Under these assumptions, the challenge of placing the right article in the right range of offers at the right time is growing. Therefore, the need to optimize the management of article information can be recognized as a central capability over different future value creation stages.
The examination of the (desired) roles, tasks and requirements of all value-added participants in the context of the respective possible scenarios helps to identify future requirements of the respective interesting target group.
 
In the next step, these findings are to be mapped to the own position. What is the value of your own performance/value creation in this context? Which characteristics can be sensibly provided? Where can you find yourself today, where in the future in the value creation structure?
When looking at the portfolio, is it possible to identify a specific characteristic or capability that can be generalized for all or several customer groups? If so, a future capability is probably hidden here. Establishing this and optimizing or expanding it with the help of technology can be a good start. This can lead to cost advantages, for example. 

Identify your own value spot
Those who have developed such a picture can not only think about their own position in the overall value creation context, they also have the opportunity to identify what they actually want to charge money for in which situation. 
The procurement situation, specialisation of the service and degree of commitment are central design elements in this context. Models that allow price elasticity in such a way that you are bound to the success of the customer appear interesting. Very pleasant are also models which charge a premium at points after the purchase decision - i.e. in the context of loyalty -, commonly known on the Internet as freemium models or "in-app purchases". 
Especially in the data economy, many models are designed to provide information free of charge or to serve with a basic service. This produces data and customer loyalty, which can then be monetized downstream - either through additional business or data analysis.
Our 365FarmNet project may serve as an illustrative object here again. In the SaaS solution for farming, specialist modules are offered to support work on the farm: Dairy farming, agribusiness, crop planning, fertilization planning, harvesting strategies, pig breeding, etc. There are competing value spots. FarmNet has decided to invoice for each selected technical module individually on a usage basis, e.g. managed hectares, cows or sheep per month.
Alternatively, it would be conceivable to offer all subject modules free of charge in order to achieve the highest possible distribution and to obtain a vast amount of data on agricultural practice. A high level of dissemination is always helpful in setting de facto quasi-standards. At the same time an anonymisation of the usage data could be carried out in the background and thus a Real Data Analytics platform could be created, which could benchmark the applied spray and fertiliser, harvest or sowing strategies and machine usage. The subscription of such a service would certainly be sold to the producers of the corresponding goods for a considerable premium.
It is very important to check the identified models with representatives of the relevant participant groups in good time. Care must be taken here to avoid overweighting single statements that may be coloured by interests: 
Whenever changes in the market are pending, many players react with unclear positions. The experience of the Holland Sweetener Company (HSC) remains unforgettable. Motivated by Coke and Pepsi as purchasers of Monsanto's strong margin NutraSweet sweetener, they used the expiry of the NutraSweet patent protection to build up their own factory capacities. Unfortunately, there was no new business for HSC despite providing the required production facilities after Coke and Pepsi renegotiated based on this strong substitution option their deals with Monsanto.1

Conclusion
In summary, it can be said that digital transformation opens up the possibility of improving one's own position in the context of a reshaped value chain. To achieve this in the long term, however, it requires a determined strategy that sets a direction and has a clear goal. However, all that is required is an understanding of the possibilities offered by technology; the direction is determined as in the previous strategic process and is still determined by the customer. The selection of customers and the identification of their needs are also at the heart of the Digital Transformation. However, technologies allow a more flexible and gliding adaptation to customer needs. But despite all this enthusiasm, always keep in mind: A naked customer you can't grab in the pocket. 
 

Digital Culture
Understanding cultural differences
In addition to the obvious differences that are reflected in the structure or use of technology, there are also some less visible characteristics that are particularly evident in successful digital companies. This section focuses on the differences that are not apparent at first glance - the cultural aspects that can only be sustainably shaped by senior management. 

Founder vs. corporate mentality
An entrepreneur takes a risk. He organizes things so that something becomes successful. That's why he puts his heart and soul into it. Success means above-average wages, failure ideally a few lost years, usually a burdened future. A core characteristic of successful entrepreneurs is to reflect on themselves and what they have achieved, to question and constantly optimise. The company shapes events, observes, weighs up and corrects course to achieve its goal. In start-ups, this control loop is very direct due to the founder's unconditional proximity to the operational base. This proximity enables a founder to successfully adapt his company to changes quickly and at the same time to adapt it to new conditions. This is an unconditional ability when moving in unknown territory. In the military, the units for special operations are also small, highly specialized teams and not entire armies.
A core characteristic of successful entrepreneurs is to reflect on themselves and what they have achieved, to question and constantly optimise what they have achieved.
With the growth of every company, the distance between the driving force, the entrepreneur, and the operational base increases. Intermediate layers become necessary to master the complexity. The additional layers extend the control loop. The controller no longer acts directly on the controlled system, but only reaches the intermediate controllers. The extent to which information flows unfiltered from the bottom to the top and vice versa in this design, and whether the controller still manages to penetrate the complexity sufficiently to be able to control at all in a meaningful way, are typical design challenges of any growing organization.￼[image: Regelstrecke.png]
 
Management structures and company size
Normally, the entrepreneur creates functional subsystems which he has to consider with less attention, since he can hand them over to less involved managers for control by setting framework requirements. This is reflected in the remuneration of these executives: they receive a salary, their weal and woe is no longer directly linked to the success of the company. In fact, the objective of the first and second generation of managers is often to preserve and stabilize what has been created, instead of continuing to question it or constructively destroying and renewing it in the spirit of anti-fragility (2).
The larger the company becomes, the less performance-related remuneration (motivation) is found in the lower management levels. In some cases, individuals have little influence on the overall success and therefore do not necessarily want to participate on the overall success. In most cases, however, they do not even have the opportunity to do so. For this reason, different laws prevail in these structures: How can you improve your own position? How can one's own influence be expanded? Which candidates are there that are still important on the way to more influence? Personal motives can override operational ones. And this is where the culture clash begins, which entrepreneurial personalities do not follow for long. Typical manifestations of this system are reflected in the following anti-founder behavioral norms:
	Career over customer
With this attitude, the focus of our actions is on our own ambitions, not the needs of our customers. Whether it is a matter of convenience or the next career step depends on the individual's own characteristics. For founders, they are equally deterrent.

	Not invented here
The basis of the not-invented-here-behaviour is that neither a peer is allowed to succeed - it is then in a better light - nor is an innovation from outside accepted. On the one hand, the known would have to be changed, on the other hand the question could arise why this was not done before.

	Cover my ass
Errors are not an option. This is where we gloss over and try to give a hundred reasons why something does not work as planned. Furthermore, no decision is made. Everything is inquired about and secured several times and discussed with everyone.

Fortunately, these symptoms are not the rule. For companies that show signs of these characteristics, the road to becoming an innovation driver is still a bit further than in companies that have already overcome these inhibitions. In such cases, it makes sense to first repair the work culture before additional complexity through innovative approaches can be successfully mastered. In fact, it is not uncommon in such disrupted work cultures for new approaches not only to be blocked but even actively sabotaged in order to prevent the success of individuals. 
We always recommend starting new projects as speedboats next to the tanker.
These phenomena should urgently be taken into account when new models are conceived and launched or acquisitions of start-ups are incorporated. We always recommend starting new ventures as speedboats alongside the tanker, as they can benefit from the agility described above. This should apply to all areas: procurement, staffing, etc..
In addition to these management aspects, there are a number of other cultural elements that distinguish an innovative company. 

Limiting losses - Fail Fast
A very central component of successful cultures is the "Fail Fast" principle. Behind this principle is the recognition of errors as early as possible. The basic idea here is that critical elements are brought forward as far as possible in order to recognize the impossibility or limitations of a solution concept at an early stage and thus avoid unnecessary investments.
It does not matter whether this principle is applied in the area of software development, to the entire business model or to a specific form of customer acquisition. When designing all measures and investments, the focus is on addressing the critical aspects first - whether from the perspective of technological feasibility or customer acquisition.
This does not correspond to the (perhaps) German preference of first fiddling about in a quiet chamber for a few years and then stepping into the light with the egg-laying wool-milk sow. Above all, seeking customer feedback at an early stage is neither practiced nor accepted by either the suppliers or the customers in Germany. Nevertheless, the model of the future will be to generate experimental business success. Almost all major achievements have developed along this path.
The focus should be on proving the critical aspects - be it technology or customer acquisition - first
The security thinking of German managers is really amazing. It is always extremely difficult to find partners who are willing and interested in dealing with issues that do not immediately have a positive impact on their own revenues. Nevertheless, there is light in the darkness here and there, and with growing pressure on the topic of digitization, many companies are already offering contact points to approach such partnerships. Unfortunately, these companies have only limited possibilities to assert themselves in the operative units.

Allow errors
If you want to make a "fail fast" possible, you must also ensure that "fail" is a valid, accepted option. In other words: If a manager proves that his plan will not lead to success, or if he/she shows indications that a further investment would not be successful, this must not be interpreted as weakness or inability. This should not be interpreted as a relief for uncreative management. Rather, it should encourage the joint definition of framework parameters for the search corridor within which economic success should be recognizable. These can be specific technical or sales milestones.
It is obvious that everyone would prefer to see a successful start to the project. Nevertheless, it is also elementary for economic success to finish less successful projects in time instead of forcing them by hook or crook to a nicely calculated success. This may apparently save the "honour" of the manager, but in the medium term it will become a financial burden.
Failure culture and reward system for managers decide whether misinvestments are communicated in time.
An example of this is a customer situation that we got into with a larger, listed company. Based on the consideration that the utilisation (= revenue) of the hardware (= fixed costs) of a cloud provider directly determines the EBIT of the provider, the aim of the project was to trade surplus capacities of cloud providers on a kind of marketplace. So to speak, multi-cloud access with changing providers at low costs. At the same time, the providers would have the advantage of turning unused capacities into cash, which would increase the contribution margin.
At that time, docker and cubernets were not as widespread as they are today and the image formats of the hypervisors were not standardized. Thus, a move between providers was not a trivial undertaking, which in turn inhibited tradability. Therefore, the consideration was to provide a cloud management infrastructure that could be used across the cloud providers, so that a move including meta-information became comparatively simple.
Initial discussions with the major cloud providers revealed, however, that at that time the cloud market was still seen as a growth business for several years. Investments were made with the aim of utilising capacity at some point in the coming months or years. At that point, excess capacity was simply irrelevant, and even part of the plan. In addition, the topic of cloud security was the focus of all observers. In such a scenario, opening up security by opening up a cloud segment to third-party management software seemed unrealistic anyway, as the provider's compliance processes would be affected.
Despite these significant warnings, the project was pushed ahead. The focus was on smaller vendors for whom the provision of explicit capacities and the associated adjustments to the compliance rule did not represent such a major hurdle. They regarded the marketplace as an additional sales channel and therefore did not see the challenge of explicitly providing capacities for the marketplace. 
This strategic shift reduced the potential transaction volumes and put the marketplace in competition with the large cloud vendors it was initially designed to help. In addition, the technological requirement to explicitly provide capacities for the marketplace counteracted the actual idea of trading overcapacities. This in turn had a negative impact on the price structure. 
An abortion can also be an interesting and above all valuable insight that should be rewarded.
It is challenging to find the right time to exit. If an organization has an open culture of error, unconsciously switching to softer, smoother, but non-target alternatives is not an attractive option. Companies that know that the messenger of such a profound insight will not be decapitated can save immense investments. In principle, it is therefore helpful to include the option of failure from the outset when planning the reward system for the project manager or managing director concerned. For example, some central prerequisites can be mentioned in the objectives, and if these are not met, a reorientation of the initiative should be proposed. Intelligent employees, will consider and exercise this option.

Understanding Agile Culture
When such a „failure culture“ is existent in the everyday life of management, the ground is prepared for the typical companions of "digitalisation": Agile software development and continuous integration and deployment. Both philosophies also come along with processes. Nevertheless, they are not only procedures, but also patterns of thinking. 
For example, a truly agile approach to software development requires courage, trust, discipline and competence. All those involved in the process are challenged. The product owner must face the restrictions of implementation. Simply painting colourful pictures is no longer an option, as he has to answer the developers' questions about where this or that information that he wants to have displayed comes from. The developers have to give an estimate with an open mind, or explain what they are missing for a reliable estimate, and they have to admit to this estimate. Deviations are noticed immediately and there is a mechanism for researching and fighting the causes (retrospective).
Good developers gladly accept this challenge. A correspondingly open environment gives them the creative space they need, based on their education and skills, to feel comfortable and to contribute their creativity. 
However, experience shows that this culture of trust is all too often thwarted by traditional management behaviour. Neither do product owners have sufficient budget and decision-making authority, nor do the governing bodies sufficiently accept the self-organising teams. 
Often, however, a CEO's office wants to know delivery dates for the provision of certain services from an IT manager. Actually, this question should be addressed to the product owner (PO). Instead, the IT manager is persuaded to agree to a delivery date, since it is his people who are supposed to deliver. This is because developers are traditionally anchored under the IT manager. However, a third party (the PO) determines the scope of services. The timing comes from the team. So how can the IT manager make a reliable statement? Such planning approaches and commitments generate considerable conflicts and promote a loss of trust. 
In an agile culture, responsibility for sales and products - and thus for the progress of product development - would lie with the product owner. He could use the budget available to him based on his sales expectations to consider how many teams he wants to assign to his solution. And he would have to regulate delays in his business plan. 
The CEO's office would no longer have to worry about delivery dates, but would only have to monitor the turnover or contribution margin of the product represented by the PO. It could also allow anyone in the company to draw up a business plan and, like a venture capitalist, approve or reject the budgets of the individual POs. The creativity and motivation that can be developed through such an approach would challenge any existing structure and at the same time "renew" it in a healthy way.

Continuous performance improvement (CIP) is not equal to performance comparison
Another often misunderstood construct in the agile context are the quality measurement figures (Story Points). Story Points are awarded by the teams to describe the scope or complexity of a user story created by the PO. The Fibonacci numbers have become an established mean for evaluation; however, any other scale would be conceivable.
Teams value submitted user stories and rate them. In a time window (sprint) they work through an assured amount of stories. If the structure of the teams is constant over a longer period of time, estimated stories can be used for roadmap characterization, since the contingent of story points per sprint will usually be equalized. However, this is not mandatory, because the composition of the teams, the quality of the requirement descriptions or the required skillset can vary completely with each story.
Story Points are not comparable performance indicators, but rather team-individual control parameters
Although we have known agile software development for more than 15 years now, there are always workers councils or managers who want to make more out of these figures than an individual planning figure of a team. Inexperienced managers tend to compare the implemented story points between teams, works councils want to prevent performance comparisons.
Both views are misleading! Since there is no cross-team understanding of the values to be assumed. While team A rates a story with 5, another team may rate the same story with 13. This is not a quality statement, but a team-specific assessment. The misuse of the numbers for purposes other than internal team control undermines trust and thus damages the approach.

Respect and openness
Ultimately, the agile approach incorporates a very powerful instrument: the retrospective. The quality of this instrument, borrowed from the continuous improvement process, depends above all on the way in which we deal with each other. If the team members are able to treat each other respectfully, the confidence to criticize each other and to listen to or accept this criticism is created. The ground for improvement is prepared. In the ideal case, this will result in a culture that is constantly improving.
If, however, the information from the retrospective is misused, if assessments or criticism expressed in confidence reach outside the team or if the team members do not have the necessary tone with each other to demand cautiously expressed but concrete improvements from the team members or the openness to accept such suggestions, then the construction cannot establish itself. 
Time and again, we experience supervisors using a "eat or die" tone. This form of communication, initially established on a broad front at the beginning of this millennium but always disrespectful and contemptuous, may give the user a feeling of strength. But it is deadly for a respectful climate.
The form of dealing with each other is determined by the management and decides on the success of the agile methods. 
A respectful climate, on the other hand, is the breeding ground for the self-reinforcing productivity increase of agile methods. Managers should therefore do everything possible to promote respectful communication in order to really awaken the full potential of agile methods. Because even in the context of digital transformation, the boss sets the tone.
 
In brief: WHAT IS AGILE?￼
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Agile is a fashionable term for the totality of methods that are designed to overcome the traditionally rigid process of software design (for the younger: requirement, rough specification, fine specification, implementation, test, acceptance, commissioning). Starting from the massive failures in the eighties and nineties, when years of development ended in completely useless systems, rapid prototyping, rapid development, etc. has been used to create software that is more flexible than the traditional methods. Ways were sought to obtain customer feedback at an early stage in order to incorporate behavioral aspects such as "How does the user use the software, how can he use the functionality in a meaningful way? 
These efforts and different approaches divide large functional blocks into smaller chunks and already involve the future user in partial results. Thus they allow an early recognition of undesirable developments or optimization potentials. This in turn reduces the "sunk costs", i.e. the proportion of development that flows into unusable concepts. These principles are not limited to software; with the help of 3D printing, for example, they can also be applied in modern manufacturing.
While early approaches such as rapid prototyping(1) saw the advantages above all in the exchange between developer and user, they were long accused of conducting this dialogue in an unstructured manner and of incorporating innovations or new complexity that were not desired. This criticism was excellently taken up by the SCRUM process, which defines all roles and their interaction in the context of software development. It creates several interlinked principal-agent relationships that simultaneously incorporate the principles of Continuous Improvement. Correctly applied, SCRUM creates a continuously optimizing system in which all participants are guided to partial results within short cycles. If the process takes place in a sufficiently open and stable (personnel continuity) environment, it typically leads to significant productivity increases within 8-12 weeks. Prejudices and information sovereignty are reduced, trust and team spirit are built. 

Speed through automation 
Another cultural element are the consequences associated with the DevOps philosophy. Plan, Build, Run approaches, such as those maintained in ITIL-oriented organizations, propagate a strict separation of development and operation. Well defined, explicit and comprehensible for external auditing, developed for the outsourcing of IT services of public clients, ITIL has made its way into many companies. It creates a high degree of operational stability. However, it is purchased at the expense of time and flexibility.
The DevOps philosophy changes these paradigms. In a DevOps environment the responsibility for the solution lies with the person who developed it. The developer has to ensure that the service he provides remains operational. And if the service fails, he is the one who has to restore functionality. The assumption here is that this responsibility leads to qualitative software and thus fewer error cases. The central concept for achieving this goal is CI/CD.
The approach makes sense in areas that are subject to rapid or high-frequency adaptation requirements. In general, these are the services that differentiate on the market. A purchased ERP system is usually rather static and does not need this reactivity so urgently. This does not mean, however, that this design is not suitable for such a purpose. A customer-binding SaaS solution would be more of a candidate for such automation, however, since a larger share of the development is in the company's own hands. 
In brief: What is Continuous Integration and Delivery?
Continuous Integration and Delivery (CI/CD) describes the automation of essential parts of the software development process.
Once software code is written and built, it must undergo a series of tests. This begins with functional tests of the individual function, continues with formal checks on structures and security or qualitative characteristics, and continues with components used for compliance aspects, integration tests (interaction with other application parts) as well as load and performance tests. All this together can be quite complex. The idea of automating these tasks offers a considerable quality advantage (e.g. regression tests). This part is called Continuous Integration.
In addition to automated building and testing, successfully tested software can also be brought into operations automatically. Depending on security requirements, this can be another test system or even the final productive system. The automated deployment is called continuous delivery. This step can in turn be regulated by different legal requirements.
The latter is even more unusual. Often there is still a manual release between the end of the CD and the actual production use. Many large software providers, but especially SaaS providers, have been living these processes for a long time. Those who use the Jira cloud solution, for example, can convince themselves of both the advantages and the disadvantages of this concept. 
With the help of a CI/CD approach, a very high adaptation speed can be achieved, since changes can theoretically be published into production immediately after implementation.
 
CI/CD automation is a complex topic in itself. To tilt this task into every Scrum team without further preparation would be a mistake and would reduce work productivity considerably for a considerable time. The provision of suitable CI/CD solutions should tend to be a central service, which is managed analogous to an external service to be provided or even purchased directly.
The decision for a DevOps approach has far-reaching consequences and may require the redesign of employment contracts!
From a cultural perspective, however, the redesign of responsibility is elementary. There is a significant difference between whether someone develops software from Monday to Friday from 8:00 to (perhaps) 19:00 or whether they have to be on call on Saturday at 23:00 to fix a breakdown. This requires a different commitment to the company as well as other remuneration models and therefore also effects employment contracts.
At the same time, management should be clear in advance what decision-making authority it wishes to delegate in this context. Consider this small example in the context of infrastructure decisions: Suppose management has chosen an outsourcing partner. This partner offers a managed database service, but cannot provide the database recovery times required by the actual service. Is the developer allowed to switch to another provider? Or does the client have to accept insufficient recovery times?

Conclusion - Understanding culture as a success factor
In addition to the above-mentioned aspects, there are many other, company-specific aspects that determine success. For example, we have noticed that especially companies in the mechanical engineering industry struggle with the initial imperfection of software solutions. The idea of developing a machine only partially and letting it mature successively during its use at the customer's site contradicts everything a mechanical engineer has learned and experienced during his education and working life.
This conflict between knowledge gained from experience and new procedures automatically leads to an initial rejection of the approach. Often only the positive experience, that it can also work differently, allows for honest acceptance. This is not to be understood negatively. It is simply economically impossible to install a new plug or an additional arm for thousands of systems in the field. In the course of a software update, however, it is possible to deliver an additional or revised function. These cultural differences must be identified and addressed. 
EACG has developed a culture assessment for this purpose. Through a series of interviews and a workshop, we help you to identify the cultural state of your company and identify potential for optimization. As a result, suitable measures for the transformation of the culture can be identified.

Digital Organization
Shaping change
Assuming that there is now a goal, a business model is identified or at least a vision of the direction in which the business should develop. Now it is important to implement this. McKinsey reports in a study2 that in contrary to the believe form 2015 that about 30% of transformations at successful, far fewer digital transformations turn out to be successful. Given this low success rate, the question arises as to whether transformation should be a valid approach at all. Can the new models be implemented with the same organization? How should the existing organization be transformed to meet the new requirements? Are there alternatives?
We consider it a mistake to implement new business models with the existing organisation!
This type of design perspective is usually neglected. Almost all the projects we have observed attempt to implement the new models with or within the existing organisation. We usually see this approach as a mistake. However, before we dive into the reasoning here, we would like to differentiate the motivation.

Evolutionary versus revolutionary
There are two options approaching the "new": evolutionary or revolutionary. In the evolutionary approach, an attempt is made to redesign existing solutions - usually an IT landscape with a more or less long history - for the digital world. In the revolutionary approach, the landscape remains "untouched" and the new is placed next to it. As soon as the new has proven itself, the old can be migrated / adapted / extended / thrown away (see also section on architecture).
New approaches, especially those designed for speed and change, are always associated with variability, uncertainty, a high degree of experimentation. All characteristics that a well-managed IT organization has tried to eliminate over the last 10 to 15 years with the help of processes, ITIl and quality gates. This should by no means be seen as a devaluation. Both worlds are valuable for the respective purpose. Nevertheless, they are somehow contradictory goals: One authoritarian and centralized, the other autonomous and decentralized.
Those to whom it became a second nature to establish and live the control structures, they may find it difficult to suddenly support personal responsibility in teams and decentralized deployment. (That said, we do not want to deny experienced ITIL managers the capability to enthusiastically live and support DevOps! Its just a hint, that some people might feel uncomfortable with such a change)
The differences between product IT and enterprise IT (see also "IT of the two speeds") have been sufficiently discussed in many articles3. As soon as a business model is to be mapped by IT to a large extent, product IT must be assumed - even if SAP systems are affected. Therefore, the paradigms of flexibility, speed and scalability in the organization should also be reflected here.
Companies that do not yet have their own product IT must take the step of setting up product IT anyway. The focus should be on the actual differentiating capabilities. If you know your objectives well, you can clearly distinguish between the differentiating aspects and the aspects that need to be delivered for a complete solution. This means that you can focus specifically on the differentiating skills when building up staff. Anyone who is allowed to set up a new IT organization these days should be aware of the ever-increasing shortage of employees. So far, all companies I know of that are not significantly organized in projects have failed to recruit a larger number of new developers in a short time. And even when some were found, there is still the need to get them productive.
If you want to recruit a large number of competent developers in a timely manner today, you have to make considerable efforts!
However, companies that already develop software for products, such as control software for machines or operate their own web applications, are spoilt for choice: Should the existing areas be expanded? After all, the knowledge of the entire solutions and the developments of the last few years are seldom explicit enough to hand them over to third parties. It would also be the obvious organizational step to put the further development into the already experienced hands.
As a rule of thumb, however, we advise against this option. And there are several reasons for this:
	Risk Reduction

	Operative entanglement

	Competence problem

	patterns of thought and behaviour

On the one hand, the company is most likely earning its money with the current business model. In general, this means that the resources involved in development are tied up in the ongoing business. There are also developments, new feature requests, customers who need support or special solutions. Any weakening of these opportunities is also a weakening the current competitiveness. Especially in medium-sized companies, customer proximity and adaptability are often important distinguishing features. It is therefore good to examine what impact a reduction of this competence would have on business, cash flow and customer relations.
It is also important to ensure that any operational entanglement of resources that are to be invested in the future is not without danger. At the beginning of the development of our AWS service subsidiary we did this "on the side". This was not always easy. When on the one hand a server is down or a new gateway doesn't want to work as it should, and at the same time a strategic directional decision is pressing on the other. It requires extraordinary discipline and focus not to lose sight of the long-term aspects.
Added to this is the competence aspect, which should not be underestimated. New requirements and goals often require new concepts and new technologies. Anyone who has to deliver something quickly with a sack full of old problems and operative pressure on his back usually tries to adapt or rebuild existing concepts. We like to call this the MacGyver effect. The performance of these MacGyvers is highly remarkable; whether there is enough room for experience with new technologies remains to be seen. If there is no room for learning and evaluation in the work plan, it most likely won’t work out.
Furthermore, there are reasons why the old is the way it is. Often it is insufficient budgets, time pressure and previously forced or leftover compatibility requirements that have led to suboptimal implementations and architectures. These constraints live on in the minds of their creators. An unfettered, customer- or solution-focused approach is a challenge that should not be underestimated.
The same applies on the sales side to existing reward structures. Someone who is poised to close a few transactions with large volumes uses completely different structures and mechanisms than someone who is supposed to generate many small deals. Since most digital business models involve a shift from acquisition costs to ongoing, use-related costs, distribution channels need to be adapted as well.
 
Example from agricultural machinery technology
One of our customers offers machines with a value of 20 TEUR to 300 TEUR. The sales structures are designed for this; dealer networks, sales process and commissions depend on these volumes. The sales people go to the customer and convince him of the advantages in several personal meetings. 
The introduction of a subscription model with a high level of binding effect is suitable for generating a solid and sustainable cash flow, even at a few euros per month and customer , provided it is sufficiently widespread. Nevertheless, the service was not taken into account by the existing sales structure, because the rewards for a subscription was in no relation to that of the sale of a machine. 
In order to activate the existing sales network in such a constellation, a reward structure based on the duration of the subscription could have been introduced. Alternatively a complementary sales channel could have been set up. In this context, we used the existing relations only as brand ambassadors to distribute usage vouchers and chose a direct sales option.
 
In our projects, whenever it is possible to set up, we use developers of the previous solutions in the area of requirements management of the new solution. They bring a lot of undocumented expertise that can be used in this way. However, it regularly happens that when questioning the requirements, old conditions or considerations emerge that produce unnecessary complexity. So caution is required and reflection by less involved colleagues is important and desirable.
Competition stimulates business - this also applies to forms of organisation
Whoever wants to give the new a real chance should dare to put it in competition with the old. Competition stimulates business. For one thing, it will increase the motivation of the old to change. On the other hand, it increases the pressure on the new to show results and not to get bogged down in technology.
Another advantage is speed. New, small areas, ideally with their own budgets and procurement authority, have much lower coordination costs and therefore the ability to move faster. How often do we procure services, personnel or solutions on behalf of our customers so that they are available fast enough? In the overall view, this is usually much more cost-effective for the company than an order processed by the central purchasing department.
In an unfamiliar terrain - such as a new business model - it is not unusual for unplanned expenditures to occur. If the undertaking is in its own, decoupled context, many sensible policies can be neglected, as the core business does not suffer any side effects. All advantages that an evolutionary approach cannot exploit.
The integration with the existing systems, if necessary, can be passed on to the new solutions as a requirement. However, even this should be kept, if possible , to a later stage, when business has proven success.

DEV-OPS vs. ITIL - clarifying roles early
No matter which approach - evolutionary or revolutionary - is chosen, the decision on the organizational structure of operations should be clarified in time. This is less about the number of windows or desk lengths associated with a position than about responsibilities. Nothing makes an operation stutter more than unclear responsibilities. 
Unfortunately, a hopeless nirvana of responsibility can be found time and again in IT in particular. Who is responsible for the infrastructure, who for the operations? Where are issues escalated? Who has to inform and support whom by when in the case of incidents, etc.? Who may decide about additional resources?
Very often these questions are unresolved when product IT is anchored in R&D areas. So far, software for the machine has been produced there. This will be finished at some point and will go into the field together with the machine. In a web or mobile context, however, it does not stop there. The development continues, features can be handed in later, or updates become necessary through updates of the underlying platform (operating system). This requires continuous support and operational assistance.
This change is not an easy task. It will be all the more difficult the more new colleagues with different backgrounds come together and suddenly try to impose their experience. Positive and negative horizons of experience collide with ITIL and DEV-OPS concepts. Fans of autonomous service designs start arguing with friends of the early evening about responsibilities in the company and suddenly employee representation is on the agenda because the eleven hours of rest are jeopardized by the required on-call times.
Decisions on the organisation of the operational structures should be taken as early as possible, as they have a considerable influence on the performance of the organization
These issues are quite comprehensive, interfere with employment contracts and require a clear objective. Whether a team takes responsibility for the service it has developed on its own (DEV-OPS philosophy) or hands it over to an operations team after provision (ITIL philosophy) decides on a basic concept. We therefore recommend that these decisions be made early and with due consideration.
There is no recommendation for a favored, specific direction. Above all, it must fit the circumstances of the available organization. We do have a preference for DEV-OPS concepts, where developers take responsibility for their work. However, regulatory or risk management requirements can make these concepts so complex that they simply cannot be implemented economically, for example because the training costs become too high. Any kind of mixed forms are also conceivable. However, it is precisely these that require clarification of tasks and responsibilities, as otherwise the operational confusion is bound to follow.
To avoid starting in an empty space when designing the roles, we recommend the skills framework of the SFIA Foundation4 . This framework not only defines typical role models, but also derives different levels of experience for individual areas of responsibility. The framework is available in several languages and has been developed for use in companies. As a starting point for the conception of your own organisation I consider it to be extremely suitable and I like to use it again and again.

Sustainable implementation of the Product Owner role
A central aspect of organizational design is the role of the requestor. The agile concepts here know the concept of the product owner, who as the person responsible for the product or service, provides the specification and approves its implementation. In our economic practice, however, this principal-agent concept too often suffers from a lack of empowerment of the role. In order to fully exploit the advantages of the concept, the respective Product Owner ideally has profit and loss responsibility for his product. 
In order to fully exploit the advantages of the agile concept, the product owner ideally bears the responsibility for the results of his product
Too often, the Product Owner role in the agile process is delegated to one person, but without giving him the necessary decision-making powers. The central task should be to define the product increments and thus the step-by-step implementation of the product vision. As soon as the role is only performed by a representative of the person actually responsible (proxy), it is highly probable that the approvals will not go hand in hand with the product vision, that further loops will be necessary in technical terms or that the MVP will become more powerful than necessary.
There may be various reasons (budget process, trust, competencies etc.) why this cannot be implemented in the short term. In this case it becomes important to create sufficient room for product decisions and controls in order to maintain or at least approach the mechanism of action. 
For example, at one of our customers, a medium-sized manufacturer of measurement technology, we were faced with the challenge that product responsibility was indivisibly in the hands of the company owner. Product marketing was handled by a young team of high-potential young talents. This is a good concept to develop young people in the company. However, it stands in contrast to the experienced, self-responsible product owner of a software product. Neither do the young people have necessarily the relevant industry experience to be able to take the company's user perspective, nor do they have the standing and decision-making power to prioritize product features. At the same time the owner had too many topics on the table to represent his product vision in every Scrum iteration.
To overcome this dilemma, we created an organizational structure based on Malik's viable system, which provides a framework with the help of a "backlog-prio board" to clarify medium and long-term goals and priorities. This is where the visionary sits with his POs, the architects, as operational visionaries and the delivery managers. Within this framework, the product vision could be sufficiently substantiated and the necessary sub-steps could be agreed upon. The forum also enabled the "Product Owners", or "Product Proxies", to have sufficient certainty about the sub-goals to be focused on next. In addition, a forum was created which also protected the software production process from sudden changes in priority through early coordination with the actual visionary.
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Sample of an organisational structure aimed to combine old and new principles

Understanding externals as an opportunity
Finally, to take up the cudgels for our guild, we must point out the following: The demand for new IT specialists has not been sufficiently covered for several years now. Based on todays almost 950,000 specialists in the area of software and software services, a growing shortage must be expected in Germany, mainly due to the demographic development. At present, demand is expected to grow at a fairly stable rate of 5 percent annually for the coming years. That means approximately 50,000 skilled workers per year. In addition, about 3 to 4% of the workforce, i.e. roundabout 30,000 heads, are retiring every year due to age. At the same time, only about 26,000 students are graduating in computer science. According to these figures, the gap will grow by a almost 55,000 people per year during the next 5 years.
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IT Staff development prognosis for Software and SW-Services, Germany. Sources: Bitkom, German Statistics Office, EACG Research
In addition, managing an organisation in day-to-day business requires different qualifications than getting an organisation up to speed and steering it into new, unknown waters. Also, many technology topics are not yet open to everyone who has several years of experience. Therefore, not everyone is suitable for all tasks. At this point we would like to refer once again to the SFIA. We strongly recommend to describe the positions first and to fill them with really suitable candidates.
The damage caused by a shortage of professionally qualified staff should not be underestimated. let’s assume you have a team of 20 people working on a new idea. This corresponds to 1,200 working days or 6 FTEs per quarter, or in EUR - depending on the rate of charge - between 0.5 and 1 million EUR. It should be a clear decision to afford not to focus such an investment or to let it dawdle inefficiently for a few months. In order to protect the investment, it is advisable to fill existing gaps promptly, even on an interim basis, with suitable external parties.

Know your own status - Digital Maturity Model
Maturity models are always a double-edged sword. However, they are extremely well suited to highlighting the need for action and correcting expectations. That is why we have developed an appropriate model for the context of digital transformation.
Based on our experience, our knowledge of successful digital champions and the expertise of many companies, we have developed a maturity model to help determining your organization’s position. It considers the following five dimensions:
	Vision

	Culture

	Finances

	Organization

	Technology

The model is intended to ascertain the state of the organisation in the context of digital transformation on the basis of a number of key test criteria. The Delta to the Digital Champions helps to develop the necessary starting points for a successful transformation.
	Check the digital maturity level of your organization now! Online. Without obligation. Anonymous.	Zur Analyse

A Vision
Central to the success of an initiative or organisation is the target image. The clearer and more congruent the understanding of the objectives of the individual members of the organization, the easier it is to organize a decentralized, powerful team.
Digital Champions have the ability to create clear visions and to communicate them to their employees. Digital Champions generate a large part of their performance and speed from this goal conformity.
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Vergleich der Digital Maturity von Champions und Pros
A stable culture
In addition to the goal, dealing with each other and thus culture is also a defining element of success. Cultures that do not allow mistakes or are strictly autocratically organized may be able to survive in competition for a while, but they will soon fall behind because they do not offer good people the space to develop. Digital champions mobilise the skills and abilities of their employees. Cultivated corporate cultures are an important element in this.
A solid financing
Anyone approaching a digital transformation should also think about the financing beforehand. Technology, staffing, testing and market access are expensive undertakings. The company budget must allow for this. Restrictive budgeting processes quickly turn the tap off for digital initiatives. This requires flexible concepts that can also take account of changing conditions.
An effective organization
The power of the organization is an asset in any context. Tough information flow, political trench warfare or endless meetings with hundreds of participants are not a source of productivity. Digital champions have correspondingly effective structures and mechanisms, which keeps work productivity high and activates employees.
A flexible technology base
Ultimately, the technological platform is another key to success. It does not always have to be the last and newest technology that brings the blessing. Well-tailored and organized legacy systems that are well understood in their behaviour are also suitable as the heart of a digital competence. They just need to be organised intelligently. If you know your goals and tools, it will also be possible to achieve them with less high-tech. If you do not know how to solve that, do not hesitate contacting us.
This model was developed to create a frame that turns the airy "digital" into something tangible. However, the model is not suitable for conclusively capturing all facets of an organization or even for providing a detailed picture of very specific situations. However, it helps to identify the most important starting points for a digital transformation.
It is less a single aspect than the sum of the parts that make up success
Our observations show that successful organisations have a balanced network. The volume of the network area increases with the degree of maturity. However, a massive development at one point does not compensate for deficits at another edge.

Conclusion
Organization should not only be understood as a chart with "reporting" lines, but as a system whose parts together provide the desired performance as smoothly as possible. Aligning or adapting this structure in such a way that it promotes high-performance service provision remains an important management task in the digital transformation context, because previous structures follow different principles and therefore rely on other structures and mechanisms. Scrum and Agile are excellent methods or concepts to establish a continuously improving software production function. But they are only single building blocks of a functioning organization. An organization will only perform if all mentioned conditions are set up in sync. The Digital Maturity Model is an analysis that provides an orientation about the status of the organization. In addition it should be understood that the role of product owner is a key to success in a digital organisation. It is so extremely relevant to the success of the Digital Initiative that we have even dedicated a separate chapter to it. s. Chapter„Digital Product Management“.

Digital Product Management
Supreme skill of digital companies
Product management is also a supreme, if not perhaps THE central aspect of success. Especially in the sphere of product management the rules of the game change considerably compared to the traditional approach. Companies that do not come from the software industry, maybe even from the more traditionally oriented manufacturing industry, have to change long standing and well proven habits here. But also service providers need to learn to adapt to the new rules.

Incremental development of services
Anyone who has ever been responsible for the production of an apparatus or machine will always focus on ensuring that everything possible is done for the safety and quality of the product before the good leaves the factory. Everything that has to be done on the object afterwards will become extremely expensive. If the change even affects an entire batch or series and workshops or service personnel are not available everywhere, the desperation will be huge. Large-scale recall actions can become extraordinary expensive. A few companies have already been ruined by such an event. Therefore, quality assurance and proven design are elementary components of success.
Software is different. It is immaterial and can be transported free of charge via the Internet. An update - in a controlled environment - is a simple matter. Adjustments, configurations, functional extensions or adaptations are theoretically possible at any time or at least at low cost, as far as the object allows.
This central difference makes the product design and thus the product management so different. It is necessary to prioritize the simple case in the perception and thought structure more strongly in order to test the behavior earlier and already on the customer. 
Of course, the context is also decisive here. Power plant management is certainly not the right playground to start exploratory product development. However, if you want to offer technical services for corporate customers in logistics, you can certainly start without the enterprise-driven, complex authorization structures in a first version. The first step should be to test the functionality with pilot customers. Once you have an understanding of the use cases and value of the new service, it will quickly become clear what proportion of the extremely complex authorization structures is required in the enterprise environment. 
Digital champions find the right customers for exploratory development
Often the willingness of an exploratory cooperation also results from the need. A major challenge is more likely to be addressed if it has an experimental character that is not immediately associated with large budgets. This creates opportunities to grow into new service areas that are not yet business fields today.

Understand MVP 
In the software industry or venture capital driven world, the term Minimum Viable Product (MVP) has become established to describe this approach. The idea behind it is not to launch the final product and all services on the market right away, since product ideas developed in theory rarely succeed 1:1 in practice. Anyway, there will be a number of assumptions that turn out to be wrong or new, not yet thought-of aspects will come up. 
ASCAMSO EXAMPLE - consequences of disregarding the MVP concept
For example, we also had to pay dearly for this insight. In 2012, as part of a project for the Board of Managing Directors of Deutsche Bank, we realized that cloud providers can optimize their EBIT by managing capacity utilization. With the help of the so-called over-provisioning rate, i.e. the multiple leasing of hardware resources, an acquired computer can be sold to several customers at the same time. This is one of the reasons why cloud providers can achieve favorable prices. 
Based on this insight, the idea was born to provide cloud customers with a mechanism that allows them to assess the actual computing capacity they have purchased, and thus, compare effective prices between providers. This would convert the time-based price into an effective price and make offers directly comparable. That should inspire every buyer!
The provision of an IOT platform and a "satellite system to perform the tests was a logical step. With this step we had realized the first prototype. However, initial performance tests prior to commissioning showed that with the implementation we could not serve more than 400 satellites per server. This did not result in an economically positive balance.
We misjudged this finding: Instead of going to market with the solution and the knowledge of this shortcoming, we decided to rebuild. 6 months and 360.000 EUR later we provided a solution that could serve 20.000 satellites per server. Unfortunately, another year and many sales pitches later it turned out that the solution might be technically brilliant but was not appreciated by the customers at all!
By focusing on our great solution and the technical issues, it had escaped our attention that the decision for or against a cloud provider is not only determined by the effective price. In a world where 500 new products are launched every year, there are certainly more factors that influence the purchase decision. Perhaps the time was too early for such an achievement. Perhaps it will be interesting once again when, in a few years' time, the service offerings have become more closely aligned in terms of capabilities and the market is a little more settled. However, this insight could have been gained even with the technologically less mature variant.
 
As the example shows, we have failed to provide market evidence at the earliest possible time. If we had entered the market with the known limitation and received positive feedback, it would still have been possible - together with the customer - to invest money to solve the scalability problem. In the same way, however, even with the inadequate solution we could have found that it would not generate the necessary demand.
The art of the MVP is above all to focus on the essentials and create the central added value. The central added value was understanding how powerful the leased computer capacities really are. In a first version, it would have been sufficient to carry out the tests with studies using homemade tools and to address potential customers. If you meet interest here, you always can go further.

Core service of product management
The central achievement of product management is therefore to structure the path from nothing to the new product in a meaningful way. Product visions are born quickly. However, the intermediate steps from now to the target are the challenge. Based on our experience, we see this explorative approach as the right way. 
Starting from the product vision, it is necessary to identify the buyer and customer groups. It is ideal if you already know them and have access to them. In chapter 1 we talked about "Customer Priorities". Knowing these and having access to the customers is half of the successful product launch. In a next step, product management should develop a step-by-step plan:
	Who are the customers and what challenges do they have today/tomorrow?

	What is the core performance / benefit of the product/service?

	What do we need to present this?

	Which steps on the way to this are necessary?

	Are there any intermediate products/services that we can already implement / test / offer?

	What do we have to do organizationally to make this possible?

There is the, from our point of view, somewhat slanting presentation of the MVP as the change from a skateboard to a car. At first glance this may seem like an evolution. However, we are not happy with it, as the respective competences for its realisation are extremely different and therefore not very logical. A better illustration has the pie analogy, which is also found in the following picture:
If you want to bake large cakes but have no idea how to bake them, you should start with muffins first. If the possibility of selling baked goods is proven, if the processes of purchasing, material procurement and production are in place, specialization in cakes can be achieved. Once the special requirements for storage, packaging and transport have been solved, the leap into the segment for specialized cakes can be addressed. The final ripening of the processes is only a delta compared to the emergence from nothing. The understanding of the stability of complex structures from the matter is there and customer relationships for testing the performance and generating success stories already exist.
￼[image: Picture 2]
MVP: example on the base of specialized bakery
To conceive and design this journey is a central requirement for the product management of digital solutions. The Architecture section contains another example in the context of IoT, which deals with technical dependency and the link to technical and business capabilities.
What is particularly interesting about this journey is that many exciting little things can be learned from the feedback between the lines. It is often what is not said that is really interesting and also opens up insights. This is true for the pain points of the customers and thus for possible compensation models, as well as for technical or procedural specifications and possibilities.

Offer alternative options
Another service of product management can be to offer alternative options. Once a product is successful, that's fine, but there is no guarantee that it will stay that way. In order to keep it successful, it can make sense to constantly optimize procedures and processes, among other things together with customers by providing alternative courses of action.
EXAMPLE OTTO - optimization of the ordering process
At the time, we had the opportunity to play a leading role in designing the architecture of the new e-commerce platform. In the course of the analysis of current and future deployment scenarios, we were surprised at how much attention was paid to A/B testing. When asked, it turned out that a number of teams were continuously engaged in providing alternative variants for the check-out - i.e. the transition from the shopping cart to the order.
The business calculation behind this was to reduce the abort rate by successively optimizing the arrangement of information and coloring of buttons. Since continuous A/B testing reduced the rate by 1 to 2 percent annually, the two teams quickly paid off.
 
Information technology makes it possible to collect very precise data on behaviour and usage. Each single click and every offer that is not clicked on represents information on the needs and acceptance of the users. Both the design of these alternatives and their observation and evaluation can contribute significantly to the success of a solution. 
Certainly, a strong distinction must be made between the areas of application. Especially in the B2B area, other than pure usability criteria usually dominate the usage decision, but in the B2C area, especially in such sensitive areas that are directly related to usage behaviour, this can be decisive for market success. 

Conclusion
Product management is a kind of supreme discipline of digitization. It sets the route, it defines the direction and the steps to be taken. It decides on the "good and bad" of the project. We therefore advocate giving the product manager the greatest possible freedom and granting him or her decision-making authority, right up to budget planning (see Organisation). 
This requires suitably qualified, visionary and experimental candidates who are not afraid of setbacks. On the one hand, they must maintain the trust of the management or earn it. On the other hand, they also need to lead the organization on its way to the successful product or at least, convince the rest of team of the vision. Organizations that adapt the job description of the product manager accordingly and fill the positions with suitable candidates, as well as involve them directly in the success of the product, will most likely meet fewer challenges with digitization.

Digital Architecture
Backbone of Digital Services
Once the goal and the business model have been clarified, i.e. it is clear what is to be achieved, a suitable architecture can be developed in a focused manner. The typical architectures in digitization projects are based on common principles. However, it does not always make sense to strive for or implement all principles simultaneously. Rather, it is much more important - as with the modernisation of an older building - to carefully take up the existing elements and orientate them towards the desired new. Nevertheless, there are some central patterns that should definitely be considered, as their design has major impacts:
	Micro-service architectures

	Event orientation

	Digital Twins

	Cloud-based implementation

The following sections briefly introduce these key aspects and provide guidance on how they can be implemented. In the last section we also briefly discuss the relationship between architecture and Agile.

Micro-service architectures
It is modern to develop micro-service architectures (MSA). But does it always make sense?
In order to answer this question, one should first clarify which goal is to be achieved. The main advantages of a micro-service architecture are the speed that can be achieved by working with many teams in parallel and its ease in scalability. For large teams (200+ developers), such architectures are highly valuable for delivering results efficiently and quickly.
However, an MSA is not available for free. It places very high demands on the design and environment. A very important criterion for the success of an MSA is the right granularity and the tailoring of the services. If the cut is too fine grained, the complexity increases and the required inter-service communication increases strongly. If the cut is too coarse grained, the advantages will not arise. In order to solve this dilemma, a very good knowledge of the subject matter is required. Unfortunately, this is rarely the case, especially in new business fields. In addition, due to the distribution, extremely high demands are placed on logging and monitoring in order to be able to efficiently perform troubleshooting and error correction.
MICROSERVICE Well Designed
Components that a solidly structured Micro-Service should contain:￼[image: Micro-Service.png]
SERVICE CONNECTOR:
To allow connectivity to the outside, just think registry or monitoring, a decoupling should be provided, so that external changes will not effect the internal structure. This will increase stability and improve maintenance.
REPOSITORIES:
The service should have its own persistence management. The mapping to the task carrier (storage service) is then almost arbitrary.ATTENTION! Can become a bottleneck at high scaling.
RESOURCES / API:
To provide services to the outside world, an API (REST) must be provided.Ideally, this follows in-house best practices and versioning rules.
UI: 
Proper decoupling will only take place when the service itself provides its UI.For this purpose, meaningful snippets and "pages" must be provided, which can be integrated into any UI. ATTENTION! Clarify interaction with rights and roles!
DOMAIN LOGIC: 
The actual, technical content of the service.
Due to the almost unlimited amount of design options, wrong decisions - meaning a suboptimal distribution of the domain logic across different services - are much more likely than the few optimal. For sure it will be possible to correct wrong decisions in a later stage, but such a re-engineering does not only require the teams to be honest to themselves, it also might cause enormous efforts. These may be comparable or even higher to the efforts required to split a well modularized but monolithic structure.
If the development only involves two or three Scrum teams at the same time, an MSA can hardly exploit its speed advantages. In such a context, in a technical risk assessment a prototypical realization in simple, clearly identifiable modules would be preferable to an MSA. 
New requirements can then be integrated more quickly, the service cut has less significance and can be "changed" again more quickly. If the actually required behaviour is already clearer in a later phase, there is still the possibility to outsource individual services.
Technology should always be a means to an end! Technological ambition rarely leads to business success!
However, these remarks should not be understood as a swan song to an MSA. We love MSAs, they bear many advantages. Through decoupling and separation of concerns, even complex issues can be cut into manageable packages, step-by-step provisioning through successive enrichment with new services becomes possible and, in particular, scalability is gained.
Our experience shows that the demand to develop an MSA in a sensible and forward-looking way is considerable. In a shop environment, where all processes are well known, this may also be easily implemented. In a not yet known context with first pilot customers, it is most likely not the right starting design. 

Event orientation
Another important paradigm is event-oriented design. Although messaging has been around as an integration technology for many years, event-orientation has only been increasingly incorporated into the design of enterprise systems in the last five to ten years. Strictly speaking, this stringent decoupling is an important element of well-structured micro-service architecture. Unfortunately, however, micro-service is often only understood as a small-scale service orientation and the disintegration of "monolithic" application systems. The inherent demand for decoupling - in the sense of service autonomy - is lost. Instead, a service sea of mutually calling services is created.
But back to the central paradigm shift: It is about the change from request-based to event-oriented design.
￼[image: Request_based.png]
Request-based flow
The difference lies in the flow control: In a request-based system, either the predecessor must know the successor or there must be a status-affected instance that knows the participants and ensures the process flow. In the above depicted example of an order process, the order service forms this bracket. The shopping basket service calls the Order service and transfers a shopping basket to it. The Order Service checks the order and returns an OK or not OK to the shopping cart. In the case of an OK, it begins supplying the order (saving with the Order-Storage-Service and sending the order confirmation with the Notification Service). The Order Service then takes over the orchestration of the order flow. 
In event-oriented systems, the functions are more decoupled. They know events to which they react. Any source system provides events using a publish-subscribe mechanism. Consuming functions or systems listen to the events relevant to them and process them as they occur. 
This decoupling facilitates the scaling of individual functions according to requirements and reduces the need to maintain central control logic. There does not have to be a central hero that knows all states. This facilitates development, reduces bottlenecks and maintenance efforts due to more flexibility.
￼[image: Event_based.png]
Ereignisbasierter Ablauf
In the example above, the shopping cart service would write (or stream) the order to a queue and then wait to see if a corresponding confirmation appears on the good order queue. The order service listens on the order queue and takes each new item, checks it and then, for example, writes it to either a good order queue or a bad order queue, depending on result of the check. The Order Storage Service and the Notification Service both listen to the Good Order Queue and react when new elements appear. The shopping cart service may also listen to the bad orders to determine if an order was not successfully accepted.
It is obvious that this greatly simplifies the Order Service. Also, none of the services need to know anything about the other services, or even call them to work properly. 
The distribution of such decoupled units becomes much easier from both an organizational and a technical point of view. Of course, the services are also easier to scale. If the number of orders in the order queue increases, several instances of the order service can be created to process the orders more quickly.
At the same time, it becomes necessary to maintain an overview of the entire system. Who subscribes to which events? Who listens to what? 

Digital Twins
Another elementary concept of digitization is the doubling of the real world. In this process, all important objects of action in reality receive a digital representation, also known as "digital twin". This model is extended by the events delivered from the measurement infrastructure. Thus the central service (controller) can understand the state of the real-world target system (controlled system) and generate corresponding control impulses for the target system itself or other systems. 
In our consulting reality we repeatedly came across solution concepts that are far from this approach. Important action objects do not find a reasonable representation, but are modeled as attributes of other objects, mostly customer objects. Traditional objects of data storage determine the data models and application functionality.
Last year, EACG looked at the architecture of a credit card provider who is looking for new business options in addition to the existing business of legitimation. In the traditional approach, the contract with the customer and the payment relationship have been the focus. The credit card is primarily aimed at logistics companies and offers special limit functions. In addition to the credit card function, further services specially tailored to freight forwarders are now being developed.
When redesigning the application, the first step was to map exactly the same construct that is already in the legacy systems. The focus was on the contractual customer relationship. However, if the business is viewed from the customer's perspective, the focus should be on the customer's objects of action: The trucks, the trailers with their capacities, the tours and the repair and maintenance processes.
In order to offer supplementary services at a later date, it would be necessary to map these objects and their condition. The large number of comparable objects (cross-customer) makes it possible to identify findings and service patterns from which new value-added services (benchmarks, sales incentives, optimization offers or platform models) can be generated. However, this requires data collection, behavioral observation and analysis in the first step. The digital twins form the basis for collecting corresponding data and analysing the mode of action.
Together with the event-driven systems, any twins can easily be added to an existing system and integrated into the event. Together with the Complex-Event-Processing technology, different event streams can be evaluated in combination. Thus, the subscriber of one or more event streams can continuously determine key figures and ratios and detect deviations from predefined intervals or even approximations in geo-positions and in turn generate new events, which again might trigger follow-up activities.
The trailer does not become smart in reality, but its digital representation is given the intelligence to report when it is time to change tires based on route profile and load. This, in turn, can either be monetized independently as a service, or it allows to offer appropriate repair and replacement services together with a service partner. 
This example should once more illustrate, how relevant the clear business objective is. Today’s technology is extremely powerful. It is about the goals to allocate this power correctly.

Cloud-based implementation
In general all these projects, which are about new offerings com with significant Time-to-Market constraints, so that speed becomes a success factor. The first-mover advantage should not be underestimated. If the new service is closely aligned with current customer habits and delivers a relevant value-add, the first mover will receive a completely different perception and interpretation sovereignty over paid and free service parts than any imitator.
The use of cloud-based services can generate considerable speed advantages. The main reason is to relieve developers from the burden of providing a functioning infrastructure. Setting up a functioning cluster is, for example, a highly complex undertaking and an enormous achievement. Just setting up all the necessary test cases to be covered can take months. Obtaining this service from the cloud, as a prefabricated, managed service, saves all these efforts.
We were able to realize this added value of cloud architectures in the 365FarmNet project as well as several other occasions. But especially the FarmNet project was under enormous pressure, as it was an essential goal to present the solution to a significant extent at AgriTechnica. At the start of the project, there were only a good six months left until the fair. 
Nevertheless, we were already able to deliver a real Software-as-a-Service solution at the trade fair. Certainly there are always several factors that make a success and it cannot be reduced to technology alone. However, it has helped us considerably to have relied on cloud resources right from the start. The ability to rebuild an entire environment within minutes due to having all resources scripted, to throw away "old stuff" instead of rebuilding it in a time-consuming manner or to purchase and build expensive servers for performance tests on a large scale has not only saved us a lot of work but also a remarkable amount of time and resources, not even calculated the costs it would have caused to order all these resources for purchases.
In the meantime, the services have become even more powerful. All relevant components of an architecture can be obtained as a service. This makes it possible to focus development teams on the differentiating aspects: service tailoring, logic, business apsects. At the same time, it also avoids getting lost in the technical "small stuff" that such highly complex environments entail. To set up a Kubernetes cluster in a dynamically scalable and configurable way, to connect it to a deployment line and to document all that, despite all assurances, means a reasonable effort. Even technical experts need two to four months for such a task. Anyone using a cloud-based service receives these services virtually free of charge.
These speed advantages are not only reflected in the runtime. It is also noticeable in the area of the required skills. Where a self-operated environment ties up a handful of infrastructure experts, a cloud-based solution can benefit from provider expertise.
It should be emphasised that cloud is not a one-way street. Once a service has proven itself economically, it is still possible to consider how to get out of the cloud. The best example of this is Dropbox. The company has been expanding worldwide for years on the basis of AWS. Only when it had gained a significant market share in 2016 did it move to its own resources.
So using cloud services not only increases flexibility, it also protects against technical infatuation, saves capacity and thus reduces overall costs, even with high flexible costs.

Avoid technology hype
Relatively often companies misinterpret the requirements that are associated with new technologies. They want to do something new and want to avoid all the mistakes of the past, because now things shall be all good. And then the latest technology is chosen, of which the behaviour still is unknown or difficult to assess and which already solves all the problems that are not yet present. But as usual, well-intentioned, often is badly done. 
Instead of focusing on the added business value and quickly developing an initial solution that is verifiable on the market, an architecture is selected that is as modern as possible and involves many technical risks. As a result, a lot of time is spent on technology management without any customer-relevant features being created.
Whoever wants to fly to the moon should rely on proven technology.
This approach is often aligned with outdated, technology-inexperienced goals such as "as much recycling as possible" or "This must be scalable at will". 
The typical results are neither efficient nor goal-oriented. If the first customer tests show that the idea cannot be sufficiently monetized, all the effort for the large infrastructure is in vain. In case of doubt, it is better to dose the growth in a targeted manner or manage it with additional solutions than to invest too much energy in technology that is ultimately unused! The saying "Think big but start small" is so true! Over the years, EACG has invested a lot of time and money in its own endeavours without having taken sufficient account of the relevant indications.
There is no reason, neither from an architectural nor from a business point of view, why a more traditionally oriented, simple system should not be developed at the beginning of a business idea. Architects are regularly confronted with this view on the customer side: "We want to build something modern, something cool, not some dusty crap," is something that is often thrown at one's head. This is certainly technically ambitious, at a time when the need is still unclear, but extremely questionable from a business management point of view.

Architecture and Agile
In other sections we have also written about agile transofrmation of organsations. One element of success of the agile approach is the decomposition of functionalities and successive approaches to the final state. This makes it possible to concretize especially behavioral aspects, user guidance and design aspects in a later stage or to extend them based on user experience. This flexibility is sometimes misunderstood as absolute openness, which it neither demands nor is.
Architecture, on the other hand, is an overarching plan that hammers in pegs, fixes things in place and thereby reduces the scope for design. At first glance, this sounds like two fundamentally different concepts. Unfortunately, some Agile enthusiasts also see it that way. So how do you bring these apparently contradictory concepts together?
In the literature there are several approaches that propagate different principles in order to be able to orchestrate and scale agile development even in large organizations (see also "Scrum of Scrums"5 or "Large Scale Scrum"6). The "Scaled Agile Framework" (SAFe)7 approach seems most interesting to us, which claims to provide a way to bring about the necessary coordination by outsourcing superordinate topics such as architecture and product management to separate teams, while at the same time giving the individual implementation teams sufficient flexibility.
Regardless of the methodological approach chosen, we strongly believe that the basic capabilities of an application should be defined with its goal in mind. We are fundamentally convinced that also agile projects will be more likely successful, when there is a clear, coherent vision. What should be the basic capability of the system? Should it milk cows or orchestrate events in a logistics chain? 
A concrete vision lays the foundation for core technical capabilities. There will be some typical elements such as event stream management, authentication and authorization or persistence assurance. But there will also be specific components, such as certain business functionalities (calculations, evaluations, etc.) or user group-specific accesses. 
An architectural vision and capability map should be the starting point for all planning - even in an agile world
We are convinced that a clear vision is necessary to create a useful target architecture. Together with the product management there should be a roadmap where the capabilities required to achieve certain business benefits are known. The diagram below shows the dependency of some capabilities of an IOT platform. Some of the capabilities build on others. It is therefore a good idea to adjust the operational goals and value propositions with the growing maturity of the technological solution.
This should not be understood in the sense that you should only be selling what your own product IT can do. It is a call to reconcile performance and offer. No more and no less. If you have not yet got a grip on the end devices, it is simply a wasted effort to get deeply involved in machine learning (see graphic), as considerable design parameters are still unclear. If the market pressure is too high to wait, pilots and prototypes can be used as study objects. However, the platform itself should first focus on device management. Otherwise, it will certainly be a very bumpy ride for both customers and the team.
Example: Capabilities of an IOT-Platform and business capabilities
Building up an IoT platform - if it is done at all - is a complex undertaking. The following figure shows the dependencies of the technological capabilities of such a stack. The representation deliberately implies dependencies. The entire building begins to totter when one of the underlying building blocks crumbles. Anyone who builds too high too quickly risks collapse. The alignment of technological capabilities with the value creation vision is therefore a critical success factor of a digital transformation.
￼[image: Digitrans3_BusinessCapa.jpg]
Mapping techniche Capabilities und Business Capabilities
The skills shown in the adjacent figure are in their entirety technologically demanding, complex topics. However, they are all sedimentary and today are ready-made (open source or managed service). So you don't have to reinvent them, you can simply buy them from, among others, AWS as a managed service or take them over into your own company. With the purchase of a "Managed Service" you even relieve your organization of the obligation to operate it, which is anything but trivial.
Example DropBox
Today, Dropbox is a company with a turnover of almost 1.5 billion USD, more than 600 million users and a market value of more than 7 billion USD. In 2007, when the company started, file synchronization was still a challenge. The company has been fully focused on solving the synchronization challenge. Drew Houston and Arash Ferdowsi left the global provision of storage to AWS. Until 2016 Dropbox was mapped via S3 (AWS Secure Storage Service). Only after their own size became so massive it did pay off for Dropbox to move into their own data centers, as they could purchase and operate their own storage at lower cost than the Hyperscaler.
If Dropbox had had to take care of the technical provision itself, the company probably would not have been able to grow at the speed it had grown: Only when the company had reached a solid size (March/2016) it became economically attractive to move from AWS to its own data center.
Regardless of the technological complexity, it is very important to reconcile product management with delivery capability. Expectations and offer planning in product management should follow this line of development. Such planning is essential and determines the economic success of a digitisation initiative. From this insight we cannot follow the approach of developing architecture "on the fly" and continue to clearly propagate the architect who has the master plan of these dependencies in mind and ensures that the agile projects keep the right focus. The assumption that all of this will be found arbitrarily on the move does not seem to us to be target-oriented. Observations from numerous reviews confirm this view.

Conclusion
The former paragraphs outlined that digitalisation is emerging with some new paradigms. Whether it is a matter of the functional decomposition of an application into "simpler" to maintain or scalable services (micro-services), the mapping of the reality into a virtual representation (twins) to achieve controllability, or to decouple through event orientation, certainly, modern architectures also entail modern design principles.
But just like ten years ago, not every older system has to be regarded as hopelessly outdated. Service-oriented architectures have provided sufficient approaches, such as wrappers or APIs, to keep older systems in play. Even if scaling may be expensive, the system should not be disassembled because it might be easier to scale "one day". Duplication and other availability measures leave enough room to solve scaling issues when the time comes.
The architecture should focus on providing the capabilities that the business needs to take the next step or the step after that. This requires a meaningful, comprehensible understanding of the business goals, just as it was necessary before digitalization. Agile does not replace a business goal. Architecture and Agile remain only tools in the toolbox to achieve these goals as quickly and efficiently as possible.
In a time of scarce resources and budgets, "efficient" means that the architect as navigator should help to highlight what can be seen as sufficiently differentiating in order to invest in implementing it by yourself.

Digital Security
Who's afraid of the Cyber Hack?
150 million8 here, 250 million9 there and 540 million10 over there, the number of lost accounts has grown again to billions in 2019. The number of identified vulnerabilities in open source software is almost twice as high in 2019 as in 2018. Alleged state espionage from North Korea and China, plus the Americans with the new Cloud Act, how secure is all this? Are we opening Pandora's box with all these cloud services?
Security is a relative commodity. If you ask a soldier on a war front for a safe place to sleep, the answer will probably turn out differently than it would be answered by a random passer-by at the Frankfurt Hauptwache. Nevertheless, any answer in the second case would most likely be "safer" in an objective comparison than in the first.
Compared to the beginning of this millennium, the overall threat situation has changed considerably. While back then there were still rather isolated "professional" hackers who sometimes caused individual espionage or even caused some damage here and there. Today criminals, some of whom are even state-sponsored (e.g. North Korea and allegedly China) are strongly organised with even tayloristic value chains. Those who use the Internet as a business medium today, but do not sufficiently protect communication and infrastructure, unfortunately have to reckon with unwanted visitors in the near future. The consequences range from simple information leakage (industrial espionage), ransom demands for opening locked systems or encrypted data to damage caused by system failures or increased financial expenditure due to the costs of illegal crypto-mining.
Example: Impact of a Security Incident 
As reported by Thomas Pilz himself during the German Security Alliance Event Feb 2020 at Stuttgart, his company suffered a massive cyber attack. In October 2019, the provider of safety solutions has been victim to a massive ransomware attack. All of a sudden all systems were turned off an even the administration team did not have access to its servers anymore. A high ransom fee has been demanded to release the company from the attackers grip. But not the ransom fee has been the main challenge. Getting back control over the operating infrastructure was the major obstacle. Being unable to call any customer or deliver any package caused the company almost to collapse. For over a week all employees of the company operated with post-its and mobile telephones as the only remaining infrastructure. All other systems were locked or closed down without access. Luckily they managed to emerge and survive restoring and rebuilding infrastructure. A scenario you would not want to wish any of your competitors.
Forensics later unveiled that the criminals entered the network almost three months before. According to the report since then, the invaders were preparing the takeover precisely. System by system has been infected, the active directory has been manipulated, etc.. 
Such a case is a disaster. Image all production, all communication in your company stands still. And you have the choice to transfer money or die. But even if you would pay the ransom, there is reportedly a chance of 60% that the money will be gone but your systems will remain locked. And even further, in case you will get your systems back, how can you be sure, that they will not return in the locked state the next day? Such an incident￼[image: Contact us] will require to exchange your complete infrastructure.
To prevent such a shocking scenario, at minimum, e-Mail-Security, endpoint protection and intrusion detection should be considered. But further architectural considerations could have prevented such an event. Contact us for further security advice on how to protect your assets.
Due to the increasing networking of devices and the spread of computer capacity in all kinds of devices, the attack surface increases considerably. Devices such as coffee machines, refrigerators or telephones, or in company networks also beamers or interactive whiteboards, which have enjoyed a peaceful island existence up to now, suddenly also hang in the network and widen the possible attack surface. 

Basic security principles
Security has been created for centuries by erecting hurdles that make it difficult for a potential attacker to successfully carry out an attack. Whether the walls of a castle, the moat or later laagers, minefields and sentries: Access protection is a central instrument of security. Authentication and authorization can only be achieved if access is not open or free.
This central security principle can also be found in the field of information technology. Do we know who is communicating with us? Can we trust this communication participant? If we trust, we will grant further rights and / or access. For example, an employee may see what a customer is not allowed to know; a manager can see something we do not allow the employee to see, etc.
Many of the systems in use today are not designed for a decentralized, open world. They trust that those who are on their network have been controlled by a legitimate entity. All are in the castle courtyard, here they trust each other, because all have passed the guards at the gate of the castle. 
Subsequently, trusting systems will answer any inquiry that is directed to any of the interfaces. Access to data or information is granted to everyone without further verification. If such systems are part of a service network, they require special consideration. A data classification is a helpful instrument here. If data is classified in protection requirement classes, it is easy to see whether the openness of the system is a critical weakness.
Modern system architectures take a different approach. The assumption that everyone in the courtyard belongs to the good guys no longer applies. A micro-service architecture is - security baked in - at least capable of tracking a request through the entire stack of services and to authenticate the call. Ideally, each service also knows the rights associated with the caller, and only allows authenticated users of a certain group to execute the service. By analogy, each visitor to the castle is given a badge or license plate that identifies their authorization level, so that everyone can see whether they are allowed in the area or not.
The foundation for profound security is laid in system design!
the ability to access itself is no longer decisive. An additional ID card is now required to achieve something. This raises the security level compared to the original state and creates another hurdle. It is obvious that such mechanisms can only be successful if they are already taken into account during the design phase of the systems. Therefore, security already places special demands on the system design; installing it afterwards is usually difficult and has a tendency to remain patchy.

Know your own threat situation
The question of the actual security requirement therefore always arises. This can only be determined individually in the course of a threat analysis. In practice, two approaches have established. 
There is the approach of threat modeling by Adam Shostack codified in the form of the Microsoft Threat Modelling Tools. This approach comprises the steps described below.
￼[image: MTMapproach.png]
Microsoft Threat Modeling Approach
The second approach is the more risk-focused "Process for Attack Simulation and Threat Analysis", or PASTA11 for short, emerged from a slightly different way of thinking. Morana and Ucedavelez shaped and propagated this approach, the following diagram outlines this approach.
Compared to the Microsoft approach, PASTA focuses more on the actual threat. The goal is to overcome the limitations of the more analytical methodology by practical considerations and tests. At the same time, the risks are validated and thus the focus is placed on actual risks. The danger of getting lost in hypothetical attack scenarios can thus be avoided more easily.
This is a good idea, but it is obvious that the design and implementation of the tests is a comparatively complex undertaking. In the end, the knowledge of the feasibility is only as reliable as the security team is good. Perhaps a theoretically identified but not required security control is comparatively cheaper to implement than a complex technical test.￼[image: PASTAapproach.png]
 
PASTA - Threat Modeling Approach
We can find something in both approaches and recommend - as so often - to search the truth in the middle: For systems that place high demands on one of the characteristics of information security (confidentiality, integrity, availability), the effort to provide considerable effort in developing such tests seems to be justified. In the other cases, it may be sufficient to leave the consideration on the more favourable, theoretical level.
It often happens that we are asked for the right starting points for such an analysis. Assuming that there is a comprehensive application portfolio. Where should one start?
You only eat slices of an elephant. In such a situation, we recommend identifying a criterion for decomposing the application landscape that corresponds to the framework conditions. This could be processes with high priority, volume or vulnerability. However, it is also conceivable to classify according to the protection needs of the data handled by the applications.12
We are happy to assist in identifying the right starting points for a corresponding risk or security assessment.

EACG Security Matrix 
In recent months, we have heard more and more from our customers about their growing concern about the security of their IT. The increase in professionalised crime via the Internet, including that of state actors, is causing headaches for many market participants. How can you protect yourself against a seemingly overpowering unknown?
As long as we can still assume that encryption (TLS) transports our data securely over the public line, a retreat into our own secure computing bunkers would be premature. Although the first successes in quantum computing are remarkable, it will certainly take another five years before TLS will be decrypted on-the-fly.
In brief: Quantum Computing and Encryption
The search for highly efficient and faster processors leads into the realm of the quantum. When no more atoms switch, but their constituents, everything becomes smaller, tighter, faster and cheaper. Discrete processing is replaced by probability-based processing. There are serious, concrete developments13  and there is a lot of competition14 from IBM, Google, Microsoft and the other typical suspects. IBM has already presented a first future commercially viable quantum computer (IBM Q) at the CES in January 2019 and in September actually opened its first Quantum Computation Center in Poughkeepsie, NY. Qiskit is one of the first open source development environments available. However, a widespread commercial use seems to be some years away (see video).
The hope and the threat for current encryption technologies lies in the speed with which highly complex calculations can be performed. As soon as quantum power is unlocked, it will be possible to crack the keys and procedures known today in a fraction of a second. It then requires constantly changing passwords to keep encryption secure. There are already approaches to this, such as those of the companies PQ Solutions Ltd. or Quanticor Security GmbH.
￼[image: image-6.png]Watch here
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Nevertheless, the security issue becomes sufficiently complex as the attack surface increases. To bring some order to the variety of solutions and our own plans, we have developed the EACG Security Matrix. With its help, you can ensure that no dimension is forgotten.

The "surface" dimension
The first dimension of our consideration should be the attack surface itself. Until we know what to protect, it will remain difficult to get a grip on it. It is important to note that we are not trying to model a concrete threat situation, but rather to build a general model. In this abstract case, a threat-oriented approach may not be successful due to the lack of a concrete threat situation. Therefore, we recommend the aspects described below for better orientation in the security context.
A little security is no security!
Why do we choose the term "aspects"? Well, software is typically developed in several layers. But as often in life, order is just a temporary illusion. Especially in the area of embedded systems but also due to different virtualization methods, the layers get mixed up again. Thus, the hierarchical implication associated with the term layer is unnecessarily misleading. The term "aspect" rather has the connotation of a different perspective on the same thing, which seems more appropriate in this case.
Especially in IoT scenarios everything starts with the hardware. The device itself, be it a television or a sensor, will always be located in the unprotected wild, somewhere outside the protected data center. The resulting requirements and complications, such as data traffic security, are subsumed in the Device aspect.
However, incidents such as Meltdown15 16 17 also show that even the hardware itself can be faulty and thus offer a target for attack. Especially the constantly growing number of IoT devices increases the attack surface of an organization considerably. This may not only be about the device itself, but also about a starting point for further activities in the network.
￼[image: Anmerkung: Wir diskutieren noch, ob wir Hardware und Firmware als separate Aspekte führen sollen. Dass die Firmware eigene Angriffsvektoren bietet, wird sowohl von SIT als auch BSI klar herausgearbeitet. Aus technischer Perspektive erscheint eine Differenzierung daher sinnvoll. Jedoch stellen aus pragmatischer Perspektive für Anwender beide üblicherweise eine Blackbox dar und erfordern daher auch eine vergleichbare Behandlung. Für Anbieter solcher Geräte ist die Differenzierung jedenfalls empfehlenswert. Wir freuen uns auf Ihre Gedanken dazu! Mailen Sie uns unser discussions@eacg.de]
During the summer of 2019, analysts of the Darmstadt Fraunhofer SIT discovered, that almost all VoIP phones on the market allowed a potential attacker to take control from outside and use them for further attacks18.
Following the chain, the device will be connected to the actual network either via radio, network or power cable in order to call "home". The existence of such a medium, the physical connection as well as the signaling is dealt with in the aspect "Physical and Data". Under this aspect, the authenticity of the communication participants as well as the confidentiality are to be focused on. A very detailed description of the threats resulting from this can be found in the BSI management report of 2018, p.21.19
It is through this very medium that the communication packets usually flow. Older readers will certainly immediately have the OSI model20 with its seven layers in mind, and that is unchanged as long as we are dealing with packet-switched communication: Our Network aspect addresses packet flow and routing, comparable to OSI layer 3, but we do not follow the OSI model entirely. 
However, the following aspect still corresponds to OSI layer 4, where communication is reassembled from the packets. In our model we also refer to this aspect as "Transportation". Reason for this granular separation are the different protection mechanisms.
At this point we leave the OSI model with the Communications aspect. This aspect deals with everything related to session-oriented connections, e.g. a REST call via HTTP/S, an FTP/S session or DNS resolution. This concerns all responsibilities typical for network stacks and is therefore much broader than the original Layer 5 of the OSI model.
The further one goes in the model, the clearer it becomes why we have abandoned the layers or layers. For example, a bare-metal hypervisor such as Xen runs directly on the hardware, a level 2 hypervisor such as VMWare Workstation or VirtualBox runs on the operating system. However, both the hypervisor and the operating system provide independent attack vectors that need to be treated differently. Therefore we distinguish the Operating system aspect and the Abstraction aspect. 
In most cases, data is transferred in order to be subsequently processed by any applications. The applications themselves offer a multi-layered attack surface. Authentication and authorization are usually dealt with here. Therefore we have added the Software aspect. 
Behind the application there are ultimately also users, which is an extremely important aspect, but often overlooked in technical models. An overwhelming proportion of problem cases are caused by in-house users, whether intentionally or unintentionally: too simple passwords, lax security regulations, forgotten access or helpful behaviour, still cause a large number of security incidents21 22. When we talk about security, the Organizational aspect always plays an important role for us. 
From a security perspective it should be clear that each of these aspects carries the risk of specific attacks. Therefore, a closed security concept requires that all this somehow needs to be monitored, secured and critical events need to be identified. 
But data and systems are not only threatened in the usage situation. Data is stored. Strictly speaking, they are just waiting to be "transported away". If this happens by unauthorized users, the data leak is there. Stored data also represents a high security requirement. The Persistence aspect is intended to complement the "data-at-rest" approach.
If we put all these aspects together, we get a picture of the attack surface in its entirety.
￼[image: EACG_SecMat_Aspects2.jpg]
Attack Vectors dimension of the Security Matrix 

The „Time“ dimension
All this is already quite extensive. But not enough: security is not a matter of a specific point in time. It is important to ensure security throughout the entire life cycle of an application, solution or product. The typical life cycle of an application includes the phases DESIGN, DEVELOP, TEST, DEPLOY and RUN. In order to extend the general software development by the dimension of standard software, the second step with CUSTOMIZE is supplemented accordingly here.
The RETIRE step, the detachment of applications, appears somewhat more exotic. Although there is an increasing acceptance that applications are not built to last forever, there is relatively little literature on the subject of retirement23. At least from a security perspective this step should not be forgotten.
Furthermore, the RUN phase is also of special importance for us, since most points of attack and the highest probability of attack are to be found here. We therefore suggest to divide it again into the following four steps:
	PROTECT: This phase represents the control state as soon as a system enters the RUN phase. Systems are operational and are protected by the measures identified.

	IDENTIFY: Perhaps the most critical step in the lifecycle is the Incident Identification - the determination that something has happened. Distinguishing whether it's just a controller manually pulling together financial excels from different locations or a malicious act of espionage - and only in the latter case triggering an alarm - is no easy task. Monitoring systems that detect fraudulent or malicious activity and trigger corresponding alarms are an important part of security systems. 

	INSPECT: As soon as something has been noticed or a damage event has occurred, the systems must be isolated and investigated in order to identify the attack or its cause or motivation, or even the attacker if necessary. This is important in order to learn from it for the future.  

	RESTORE: Depending on the effects and the damage, destroyed or encrypted data or the operability of systems may need to be restored. This phase includes tasks to return to normal working mode.

In summary, this results in the view shown in the following diagram:
￼[image: EACG_SecMat_Time.jpg]Time dimension of the Security-Matrix

The "Security Matrix" and its application
The combination of the time dimension as x-axis and the surface dimension as y-axis results in our security matrix proposed here. It fulfills the demand to support the planning and prioritization of measures as well as to provide transparency about the open decisions or the remaining white spots within the organization. For each field, individual approaches, tools or KPIs can be defined to set up a comprehensive, solid security management. Furthermore, the matrix is not only suitable for orientation. It is also a good way to let a provider explain what they actually cover in their portfolio of tools and what they don't. If you have previously determined your needs with the help of the matrix, it is easy to compare the supply with the demand.
￼[image: EACGSecurityMatrix.png]EACG Security Matrix mit Technologien
 
	AST: Applikation Security Testing

	CI/CD: Continuous Integration/ Delivery 

	DAST: Dynamic Applikation Security Testing 

	DoSP: Denial of Service Protection

	EPP: Endpoint Protection

	IAM: Identity and Access Management 

	IDS: Intrusion Detection System 

	L2TP: Layer 2 Tunneling-Protocol 

	AuthN, AuthZ: Athentication and Authorization concepts and methods 

	IRM: Incident Response Management 

	TA: Threat Analysis and Risk Evaluation

	DRP: Disaster Recovery Planning

	SAST: Static Application Security Testing

	SCA: Software Composition Analysis

	SIEM: Security Incident and Event Management

	SOAR: Security Orchestration, Automation and Response

	TIP: Threat Intelligence Provider

	TPM: Trusted Platform Module

	VPN: Virtual Private Network

	VSS: Video Analysis Surveillance

	DRT: Disaster Recovery Testing

	RM: Risk Management

 
Although the matrix now represents a holistic picture with many fields, we would like to point out that it is not absolutely necessary to fill in all fields simultaneously and comprehensively. The matrix is primarily intended to provide orientation and to set the right priorities depending on one's own situation and the need for protection. There will be a multitude of situation-specific factors that will influence your decisions. It is very likely that the matrix may look different for one business unit than for another. It is important that the decisions are made consciously and that they are in line with the business requirements and the technical capabilities of the company. If reality and expectations are too far apart, the matrix may be well filled, but this does not create security.
Be sure to be safe!
As described above, the matrix can also be used to ask providers to mark their capabilities or to mark the corresponding fields. This can then be easily compared with a previously prepared needs assessment. The matrix above, animated at this web link, shows a set of buzzwords from the security area.

Conclusion
Security should become more and more important as digitalisation increases. Interventions in the information security of applications are unfortunately becoming more and more probable both by new technical procedures, state actors or simply well-organized criminals who take advantage of the sedimentation of technology. To prevent this, a comprehensive security concept is the best way to prevent this. The EACG Security Matrix can provide a framework for a comprehensive picture of the measures to be taken.
Those who do not already have a security focus should put the task for 2020+ on the agenda. We would be happy to support you in finding the right priorities, defining or implementing SOC processes or selecting suitable tools.
 

Digital Funding
Funding of digital Initiatives
Assuming the idea is there, the organization is clarified and the skills are available, the question of how much the change will cost and how it can be paid for remains. Of course, it is actually the core task of every company to shape the demands of the future using its own resources. However, as described above, a "little" digitalization is not enough. To achieve a serious competitive advantage, a serious approach is also needed. But what must one expect? How do you calculate?

Estimate the effort of an initiative
In order to finance a truly business model changing initiative from the beginning to sustainable sales, 3 years and a sound 15 Millionen Euro will be necessary. This is not a must and span may vary by project strongly. But it is a suitable base for a first planning. the smaller amount will be required for the technical solution as well as employees or services. Almost two thirds will be required for Marketing and Sales, to launch the new product or service. In general not all expenses will be required from the start. But the invest should be planned carefully to not threaten the success of the investment from financing point of view.
The investments will be spread across the different stages. To allow you a better understanding of the distribution along the timeline, we will sketch out a rough milestone plan, that we also use as a basic assumption for our projects. The schema consists of seven phases:
￼[image: 7Phases_en.png]Phases of a Digital Transformation project (New business model)
	Evaluation: The first step is to examine whether it is possible to develop the vision of a common business model. To this end, 2-3 workshops are held over a period of 6 weeks in which one or more models are developed and challenged.

	Planning: The promising ones are now being deepened in the form of a business plan sketch. Depending on the information available and the resources available, another 6-12 weeks are required for this.

	Decision: As soon as the plans are available, the first cost estimates will be available to make investment decisions. Once these are available, the proof-of-concept phase will begin. Typically, this phase is provided with a fixed budget of time and money. The scope depends strongly on the individual project.

	Proof-of-Concept: In this phase all critical elements are designed functionally. The result should be a Working Prototype, which serves as an illustration in the following phase of the proof of market. The duration of this phase depends of course strongly on the complexity of the prototype to be created. As long as it is primarily software, the basic functions should be provable in 6-8 weeks. If this also requires the design of hardware, this can be correspondingly lengthy. The costs are also related to the specific case and such an abstract estimate can therefore only be roughly. However, they should be somewhere between 200 and 750 TEUR.

	Proof-of-Market: The aim of this phase is to make the vision or the first part of the solution tangible, so that the prototype can be experienced by the targeted customers to obtain a first feedback. The line between what the product can do now and what it should be able to do later must be fluid. Communication should be geared towards motivating the imagination of the users addressed, in order to inspire them for the journey and test their willingness to pay financial compensation for the service. It would also be possible to concretise the idea of the minimum functional range required , that will have to be provided so that a paid service will be accepted. In doing so, it is important to ensure that the number of conversations / ideas to build the decision on, is based is not too low or only regionally selected.
This phase can take place parallel to #4, but typically it will a bit deferred. The duration is strongly influenced by the proximity to the target market. If many buyer-persona are already available, the phase can be completed in a few weeks. If they are still to be identified, contacted and won, this phase can also take 4 to 6 months. In addition, there is the time required to set the ground to approach the potential buyers. According to this, the budget to be set is between 50 and 150 TEUR per market to be checked.

	Minimum-Viable-Produkt: Ideally, the proof phases confirm the assumptions in the business plan. However, adjustments are often necessary. Here, too, the goal is not to “ride a dead horse". (see also the chapter on Digital Culture) This means that the termination of the project should always be considered a valid alternative. Only in this way is it possible to avert uneconomic projects early.
The goal of the MVP phase is to bring the first, minimally functional product to market. The information from phase #5 on the scope of functions provides important input for this decision. The duration and costs of this phase depend largely on the product and scope. If hardware is involved, the effort required will be considerably greater than for a pure software product. A serious concretization without the technical case is not possible. In the pure software context, however, it can be assumed that an MVP should be achievable at EUR 750 thousand - EUR 1 million. The duration, in turn, depends on the type and size of the team. When scaling the team, it is essential to ensure that there are no dependencies in the parts that make any kind of parallelization impossible. Time can only be gained by foregoing vertical integration or reducing the scope of work. Here once again we would like to refer to the chapter Digital Architecture.

	Market launch: In addition to the technical implementation, the market presence has to be organized. There are different approaches here. For example, it is possible to announce the Big Bang, the innovation miracle, the killer app, or to organise a closed group launch first. Essential for the estimation are the size of the target group, existing reach in the target market and customer interest. Without knowing the concrete conditions, a placeholder of two to three times the MVP budget should be used. The minimum duration for such a campaign, if tightly executed, should be 3 months.

Everything else depends very much on the results of these first phases. It remains to be decided on a case-by-case basis whether an extension / improvement of the results, technical consolidation or internationalisation are the sensible steps to take. Ideally, a stabilization of operational and sales processes and technologies should be planned in the first growth phase, and market-oriented expansion in the second.
The estimates above refer to the speedboat approach, i.e. a foundation alongside the existing business in a separate organisational unit that can operate decoupled from the general day-to-day business and processes. The temporal assumptions will not be realised in an integrated approach (see also chapter Digital Organisation). 

Re-integration with the inventory organization
The re-integration with the existing organization must also be orchestrated depending on the response. Several approaches are conceivable here, which can be differentiated depending on the size and complexity of the portfolio organisation and the volume and life cycle position of the portfolio business: 
If the portfolio is sufficiently large and the life cycle position of the respective products / business units is not yet too far advanced, the new unit can first be integrated as an independent business unit. By successively expanding and assuming responsibilities, for example in the area of support functions, cultural aspects can be gradually diffused into the existing organization.
For smaller single-product companies, the integration of existing business into the new business is also conceivable. A takeover of Goliath by David, so to speak. However, whether this is at all sensible and necessary must be considered on a case-by-case basis. After all, the existing organization has made it to where it is now. Perhaps agility and a creative culture are not necessarily elements of success in the existing market. If the product has already reached the end of its life cycle, it may not be worth the effort. If the product is still well-ordered, its suitability for integration in the sales structure should determine the integration approach.

Understanding financing as a challenge
In this way, a considerable amount of investment is accumulated over years. On average, a successful initiative can be expected to require an investment of a good EUR 15-20 million over the first three years. This is a considerable amount, even for medium-sized enterprises. Financing this from cash flow requires a very sound and reliable business.
The costs of a digitalisation initiative can be estimated at EUR 15-20 million over 3 years
In addition, the financing requirement may increase again if a financing gap arises due to changes in cash flow. 
Case in point Financing in medium-sized mechanical engineering
One of our customers, an owner-managed company in the mechanical engineering sector with a turnover of over 360 million EUR, has made this experience. In order to have a lot of freedom, they went to Berlin, recruited new employees and dared to start with a lot of room for the new.
However, a setback in the American market made it necessary to cut costs. Therefore, in the second year, some of the employees who had just undergone expensive trainings had to leave the new business unit. Due to social responsibility the new, young savages were affected first from the need to reduce size. Gone were important knowledge and perhaps even worse, motivation. A lack of understanding and lost trust led to further losses in the rows of new employees. This restlessness and the loss of competence and knowledge, as well as the resulting dissatisfaction paralyzed the project considerably. All in all, this intervention resulted in a loss of time of a good 12-15 months compared to the planning, which in turn shifted the forecast turnover into the future.
For a short time, the entire project was in question. The downward spiral could be contained by timely provision of a suitable, motivating site management and targeted use of external resources on site. Nevertheless, the delay in connection with the running costs (location, remaining personnel, etc.) increased the total investment by a good 25-30 percent compared to the original plan.
The above example shows that a solid, independent financing of the project is an important prerequisite for success. Whoever decides to make such an investment is therefore well advised to secure it in good time.

Understand financing options
Now not every company is able to put 15 or 20 million euros aside and thus ensure the independence of its financing. The traditional financing instruments for digital initiatives are also proving to be rather unsuitable. Depending on the company's situation, even a good relationship with the bank is no longer sufficient to obtain this volume of funding through loans. A mezzanine structure for special SME funds could offer prospects of success.
From an entrepreneurial point of view, the idea of getting a shareholder on board may initially seem unpleasant. However, it becomes relatively quickly a logical consequence of the strategic options: 
	Injunctive relief alternative:
No investment => no project => questionable market position in 5+ years

	Financing from cash flow:
burden on free cash flow => risk of operative implementation => question of timeliness on the market => questionable market position in 5+ years or even the threat of endangering the entire company

	Integration of risk capital:
Review of the project by third parties => secured financing => controlled implementation => higher probability of success

This approach does not mean giving up control of the company or leaving digitalisation to financially strong companies. There are many alternative sources and models of financing at different conditions. We present three models that you could use to plan:
A.Financing by the parent company
B.Financing through venture capital
C.Financing by the Digitalisation Fund
Of course there are also various other shapes. So it would certainly be a nice thing to find a suitable startup that happens to deliver this or a similar solution and might be willing to provide a share to a strategic partner. However, this will then follow variant B. It also remains questionable whether the necessary congruence of objectives between the founder (-team) and the entrepreneur exists, or will continue to exist over time. There are many variations. Essentially, however, the three presented here can be distinguished.

A - Financing by the parent company
Depending on the strength and financial situation of the parent company, it can provide the necessary funds through the participation of external, typically private equity companies (PE). This step is open to companies with a sales volume of EUR 50 million and more. It does not have to be Blackstone. Many banks also have PE subsidiaries that support such investments, such as VR Equity Partner.
In this model, the PE company takes a stake in the parent company and provides the company with the necessary financial framework. This usually takes the form of a loan which is granted successively after the achievement of milestones and is later converted into equity. This creates a participation; the financing can be secured by the commitment of PE, while the parent company serves as security.￼[image: Finance_A_en.png]
Funding by  parent company
This model is suitable for those who can demonstrate a basic anchoring in the market, resilient customer access and a reasonably solid cash flow. In this case, however, the sales volume should already be EUR 50 million, otherwise the possible investment volumes will be too low to be attractive for a corresponding investor.
It is suitable for companies and entrepreneurs who find it difficult or even impossible to obtain this financing from their own resources, but who see the project as a promising model for a digital future. 
A Private Equity investment does not necessarily represent a loss of control
The investment does not necessarily represent a loss of control. It is often sufficient to transfer a minority share. This not only creates more opportunities but also a reflection function that can be very helpful. Furthermore, an investment can also serve as a suitable approach to prepare the company for a succession. 

B - Financing by means of venture capital
A second option is to involve a venture capital partner (VC) in the project. The advantage of this approach is that the ownership structure of the actual company is not affected and the funds are not mixed up.
In this case, the company and the VC company jointly establish a subsidiary which implements the project. However, the usual investment volumes of an early-stage VC tend to be in the single-digit million range. For this reason, a second or even - depending on requirements - third round of financing should be sought at the start of the project to ensure the further provision of capital. This in turn presents the project with the challenge of financing the subsequent phases quickly and in good time. If you have an enthusiastic management team, this approach may be suitable. However, this also means that there are always discussions about dilution protection, investment modalities and dealing with additional investors within the circle of existing investors.￼[image: Finance_B_en.png]
Funding through Venture Capital
Alternatively, there would be the option of directly addressing a growth phase VC (Series B or C). This could provide corresponding volumes, but would have difficulties with the timing of the investment, as there is no solution yet and the seed risk has yet to be overcome. 
On the other hand, in the current market the investment pressure is extremely high and suitable targets are rare, which could lead one or the other VC, given investment policies allow this, to reach out for promising alternatives. It is also conceivable to initially finance the investment itself up to phase 6 and only call in the Series B VC in the next step. This would reduce the investment as well as the risk for the VC.
However, it should be clear that this variant also requires an exit for the VC one day. If the initiative is successful in the market in two to three years, it will lead to new shareholders (e.g. other growth VCs), a PE or even a buyback. In any case, the shareholder structure will change or expand more often. This may entail risks in terms of orientation and affiliation.
At the same time, a financial contribution will certainly have to be made for this procedure. If a multi-level structure is accepted, this will also entail corresponding obligations to make additional contributions, since - if one does not want to sell more and more shares with growing success (dilution) - deposits will be required again in each round. Thus, the success of the seed investor is to a certain extent co-financed, since one must always invest at higher valuations.

C - Financing by the Digitalisation Fund
Another alternative is to finance the initiative through a digitalisation fund specifically designed for this situation. In this case, the fund and the management or the entrepreneur jointly develop the model and establish a company based on the procedure described above. The shares in the company are determined according to a joint assessment of the contributions from personnel, know-how and market access.
Financing is provided by the fund in individual tranches in accordance with the progress of the project. The volume is available to finance the entire project. If the product is successful, there is a call option on the shares held by the fund at a predetermined multiple. The multiple may change - depending on the agreement - as the project progresses and the volume of capital invested. In this way, both the risk remains manageable and the options for action are retained for all parties involved until the predefined point in time.
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Funding by a specialized Digitalisation Fonds
The takeover of the successful unit - typical acquisition - into the original company can then be carried out at the previously determined point in time with the help of various traditional instruments (financing of company acquisition) and suitably recorded in the balance sheet. However, if there is no interest in the acquisition, or if the sale to a financially strong third party is an option, both parties can still withdraw from the transaction. It is obvious that this model can only work successfully if the combination of industry and sector expertise with knowledge and experience of tools, methods and technology will happen openly and unconditionally. 

Create congruence of objectives across all participants
Regardless of which variant will be used - i.e. also in the context of the self-financed variant - the incentive system of the central players should be adapted in such a way that a congruence of objectives is achieved. The investment industry has created a wide range of remuneration and reward structures that are worth looking at more closely.
The details of such a structure are anything but trivial, as they also touch fiscal dimensions and are correspondingly individual. For this reason, this aspect is not to be dealt with in any further detail at such a theoretical level. Experience shows, however, that a sensible bonus or, as the case may be, malus regulation has an inspiring effect and should therefore be considered as a success factor in any case.

Conclusion
In summary, it can be stated that a key element of success of a digitalisation initiative with the objective of establishing a new business model lies in the consistency with which it is carried out. As companies are also home to critics of innovative initiatives, an implementation outside of the company is a good idea. In total, a start-up-type innovation initiative requires a volume of roughly EUR 15-20 million over a period of about 3 years. This amount can vary upwards or downwards, depending on the ambition and project. The financing should be solid and structured as completely as possible in order not to jeopardise success through discontinuity. The options for action outlined above also represent options for successful digitalisation for less well-off companies.
In addition to reflecting on possible approaches, we offer our clients the opportunity to make the endeavor more projectable and predictable. Experience, identification of milestones and financing geared towards them reduce the risk for all parties involved. Contact us, it can only be to your advantage.
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Summary & Outlook
This small, and by no means exhaustive, panorama of various aspects of digitalisation makes it clear that much is in motion, or will be in motion in the coming months and years. However, these aspects are only to a small extent of a technical nature. The approaches should be driven by business and investments should be determined by market potential or business case. Technology-driven initiatives have a tendency to become disproportionately expensive for the potential benefits to be achieved.
Explore business ideas without large investments!
However, with these pages we would like to offer you sufficient solutions, suggestions and material to meet the challenge proactively and without timidity. There is hardly anything more beautiful than shaping the future. It is like the discovery of a new continent or planet. Nobody has been there before, but you have the chance to set the first footsteps! We encourage you to open the eyes, search for your opportunity and travel for discovery and victory.
And we look forward to being at your side as a companion when you want to implement new ideas as quickly as possible. Discuss your ambitions with us!
In the coming weeks and months, we will be adding a few more chapters that analyse more technical topics and highlight their implications, such as machine learning, blockchain or business opportunities based on satellite data. Don't miss to register for them in the update section of our we
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